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Det har ar Vastmanlandsmusiken

Vastmanlandsmusiken finns till stéd for musik- och danslivet i Véastmanland. Den juridiska formen ar
kommunalforound med Vasterds stad (90 %) och Region Vastmanland (10 %) som
forbundsmedlemmar.

Verksamhetsidén
Véastmanlandsmusiken sjuder av liv och kreativ gléadje.

Var verksamhet — Vasteras Sinfonietta, regional musik och dans samt Vasteras Konserthus — erbjuder
upplevelser av levande musik och dans. Konserterna och forestéliningarna har en genremassig bredd
och en hog konstnarlig niva. Var verksamhet vill involvera, engagera och berdra alla invanare i regionen
och vi arbetar aktivt for att na ny publik.

Det lokala kulturlivet &r en del av var verksamhet. Genom att erbjuda rum for skapande och bjuda in
publik och lokala arrangorer till dialog forankrar och sakerstaller vi kvalitet och variation i utbudet. Vi
finns i medborgarnas nérhet och medvetande.

Var verksamhet praglas av lust, mojligheter och respekt. Kulturen ar en viktig del av ett dppet,
demokratiskt och manskligt samhalle. Vi tar ansvar for vart uppdrag fran vara huvudman.

Vi méter forandringar i kulturlivet med 6ppenhet och nyfikenhet. Vi later det nya inom musik och dans
moéta traditionen. Véstmanlandsmusiken &r en part att rdkna med i nationella och internationella
samarbetsprojekt.

Vi bidrar till att skapa det nya Musiksverige.

Varderingarna — det konstnarliga innehallet

Det konstnarliga innehallet i Vastmanlandsmusikens verksamhet ska genomgaende halla hog kvalitet.
Vi for standigt diskussioner om kvalitet och innehall. Hog kvalitet for oss ar att konserter och
forestallningar kommunicerar, att de rymmer originalitet och att de genomférs med ett vél fungerande
hantverk. Det &r angelaget att arbeta med projekt och evenemang som involverar och engagerar
ménniskor i hela samhéllet, oavsett kulturell hemhdrighet.
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Direktoren har ordet!

Coronapandemin har varit den allt dverskuggande paverkansfaktorn pa verksamheten aven under 2021.
Ar 2020 gick mot sitt slut med mycket harda restriktioner for kultursektorn. Ett tak pa 8 personer for
publika sammankomster medfdrde redan i november att vi tvingades stanga all publik verksamhet i
Konserthuset. Detta var laget ndar 2021 inleddes.

Huvudfokus var att se hur vi pa basta sétt kunde erbjuda en bra programverksamhet under radande
forhallanden. | de statliga extra bidrag som via regionen delades ut under hésten 2020 fanns en stor del
avsedd for digital utveckling. Vi hade redan under senhdsten 2020 gjort upp en plan for
kompetensutveckling och inlett arbetet. VVaren kom att bli en intensiv period av utbildning varvat med
séandningar av konserter, ett l1age av learning by doing.

Vi levde forstas i forhoppningen om att vi skulle kunna 6ppna huset for publik igen och fa uppleva
kontakten i salarna och vimlet i foajéerna. Men det visade sig att vi skulle fa vanta pa det.

Sammantaget har vi kunnat vi erbjuda ett stort antal digitala konserter, bade med hela Vasteras
Sinfonietta och med ensembler ur orkestern. Vi kunde dven presentera konserter och forestallningar
inom flera olika genrer, som jazz och kammarmusik. Inom barn och unga genomfordes flera lyckade
produktioner, till exempel talangtévlingen Imagine Sweden. De flesta konserterna direktsandes, men ett
antal har ocksa kunnat goras tillgangliga i efterhand pa hemsidan, under avdelningen “’Digital scen”.

Liksom sommaren 2020 genomfardes ett stort antal utomhusspelningar pa kommunala verksamheter
som forskolor och aldreboenden. Detta gjordes av egna musiker och unga musiker i slutfasen av sin
utbildning, Enbart Sommarmusiken resulterade i 145 konserter, vilket &r rekord.

Trots de sarskilda villkor som radde beroende pa pandemin kunde Vasterds Konserthus befésta sin
stéllning som en arena for nationella evenemang. Kammarmusikbiennalen Ung & Lovande direktséndes
digitalt och riksfinalen av Sveriges Radios talangtévling P4 Nasta genomfordes for andra aret, denna
gang med en begransad publik. Jazzfesten 2020, redan framflyttad tva ganger, kunde slutligen arrangeras
tredje helgen i augusti med mycket lyckat resultat.

Den 29 september kom sa antligen det besked som alla vantat pa — restriktioner och publiktak for
konserter och andra sammankomster togs bort. Och med detta kunde verksamheten Gppnas upp och
aterga till ett forhallandevis normalt lage. Vi kunde konstatera att vara publikgrupper atervande ganska
snabbt, med undantag for de aldsta aldrarna. Dar har det kravts tamligen stora insatser vid aterstarten.

Nar sa smittspridningen aterigen tog fart och nya regler i form av vaccinationsbevis infordes i december
sa kunde dven detta hanteras utan avgorande paverkan, med hjélp av tydliga rutiner och tack vare
tillmotesgaende publik. Storre svarigheter medfor de regler om avstand mellan sallskap som infordes
fore jul och som ytterligare skérptes pa nyaret 2022. Det innebér avsevarda insatser for att flytta ett stort
antal konserter framat i tiden.

Ekonomiskt har Véastmanlandsmusiken klarat arets utmaningar pa ett bra sétt. Intdkterna har varit lagre,
men det har till viss del bland annat kompenserats av lagre produktionskostnader. Extra statligt stod via
samverkansmodellen liksom hyresrabatt via Vasteras stad som hyresvard har varit av avgdrande
betydelse. Sammantaget landar aret pa ett positivt resultat.

Vi kan se tillbaka pa ett ar som har bjudit pa stora utmaningar. Forutsattningar och villkor har andrats
ett antal ganger. Det har funnits stor osékerhet om hur ekonomin skulle paverkas och hur verksamheten
kunnat genomforas. Dessbattre kan vi summera det gangna aret som framgangsrikt. Det kan vi gora tack
vare ett konstruktivt arbete av styrelsen, ett mycket gott samarbete med foretradare for huvudmannen,
och framfor allt, ytterst kompetenta, kreativa och professionella medarbetare.
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Verksamhetsberattelse - 2021 i korthet

Verksamheterna

Nér det gallde Véstmanlandsmusikens egna verksamheter inom regional musik och dansverksamhet,
barn & unga samt Vésteras Sinfonietta, har utgangspunkten varit att genomfora sa mycket verksamhet
som mojligt, bade under varens kraftiga paverkan av pandemin, vilket skapade behov av att na ut via
framfor allt digitala kanaler, men ocksa under hosten da den publika verksamheten ater kunde startas
upp. Har nedan foljer en rad beskrivningar av olika verksamhetsomraden under aret.

Vasteras Sinfonietta

Musikerna i Sinfoniettan var angelagna att komma tillbaka och spela efter langt uppehall pga.
pandemin, men programmen fick géras om och andra flyttas fram. Denna var kom var nyinkopta
digitala utrustning val till pass, och de planerade abonnemangskonserterna sandes nu istallet digitalt.
Forst ut var en orkesterkonsert med pianisten liro Rantala och ett uruppférande av Hans Eks
pianokonsert. De digitala konserterna fortsatte med solister som Francisca Skoogh i februari och
Daniel Frankel respektive Samuel Coppin som solister i mars och senare slagverkaren Collin Currie i
april. Alla utlandska artister fick denna var sitta drygt en vecka i Vasteraskarantan innan de kunde
traffa andra. Denna var genomfordes aven ett flertal CD-inspelningar for kommande utgivning samt en
digital Nationaldagshalsning med orkestern.

Infor hosten var optimismen pa topp da vi forsiktigt kunde 6ppna och spela for publik igen.

Orkestern startade i augusti med framflyttad Jazzfest och sedan medverkan i Konserthuséppningen.
Sasongsoppning med Paul Lewis och officiell premiar for ny flygel. CD-inspelning med Cecilia
Zilliacus och Strak/blas-dagar i stad och region. Konsert med Ylva Larsdotter som solist i Stenhammar
och sedan John Axelsson och Simon Crawford-Phillips som solister i Sjostakovitj dubbelkonsert. Vi
slutade sen med tre veckor i rad; Beethovens pianokonsert nr 3 med Howard Shelly, Julkonserter med
musikklasserna vid Fryxellska skolan och slutligen Broadway at Christmas tillsammans med kor och
solister!

Samtidigt spelade en strakkvartett ur Sinfoniettan i forestallningen Amadeus hela hosten pa
Vastmanlands teater i ett gemensamt och lyckat samarbete. Flera nya samarbeten med teatern &r
planerade framdver.

Abonnemangstraff med frukost holls i december infor forsaljningen av kommande vars konserter. Ett
fint program presenterades da med hopp om att fa aterse de gamla abonnenterna men aven finna nya. |
december 6kade smittan och den 23 december kom nya skarpta restriktioner. Varen -22 ser plétsligt
valdigt osaker ut!

Barn och Unga 2021 — Vastmanlandsmusiken

Véastmanlandsmusiken arbetar for barn och unga i hela lanet. Genom skolproduktioner,
familjeforestallningar, musiktavlingar och skapande verksamhet far barn och unga utlopp for den egna
kreativitet och uppleva livemusik av hog kvalitet. Varje ar genomfors utbuds- och inspirationsdagar
for elever och personer som arbetar med barn och unga i Vastmanland. Vastmanlandsmusikens
verksamhet for barn och unga innefattar musik, orkestermusik, dans och nycirkus. Det nya for 2021 &r
att vi har gjort en stor satsning pa digitala konserter/forestallningar sa ocksa for barn och unga i
Vastmanland.

Januari 2021 borjade med att Vastmanlandsmusiken gjorde Dan och Signe Bornemarks forestallning
TuttiFrutti” tillsammans med Visteras stad. Forestéllningen som gjordes digitalt, nadde drygt 1800
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barn i arskurs tva och blev mycket uppskattat av elever och larare. Eleverna var ocksa med i chatten i
Youtube och de kunde da kommunicera med Bornemark och det blev en levande interaktion trots det
fysiska avstandet till skolpubliken.

| februari sjosattes Imagine, Sveriges storsta tavling for ungdomar mellan 13-21 ér efter att ha pausat
2020 pa grund av pandemin. Deltavlingar, Music Camp och Regionfinal blev av tack vare digitala
sandningar samt med Corona sékrade evenemang, arrangemangen ligger nu pa Youtube och har natt
éver 6000 tittare i ar. Music Campen blev mycket uppskattat av ungdomarna som fick spela och
interagera med bland andra TrioX, en av Sveriges basta jazztrios fran Musik i Uppland.

I september 2021 presenterade vi som 2020 ett digitalt utbud tillsammans med Vé&stmanlands Teater
dar vi igen presenterade en utbudskatalog for skolor i hela Vastmanland. Dan Knagg och
skolforestéllningen ”Allt i loopar” var ute hela 2021 och har gjort 45 konserter for forskolor och skolor
runt om i Vistmanland och nadde drygt 1300 barn ute i ldnet. Gruppen ”Symbio” har genomfort 27
konserter i hela ldnet och ”ZiggaZing” gjorde ocksé en hel vecka utomhus pa forskolor i Vésteras i
april samt en hostturné i oktober 2021. ”Buster!” och ”Under regnbagen” séndes digitalt i Arboga och
Visteras, skolor och forskolor var malgruppen och ett stort antal konserter gjordes. Vi har da anvant
motesverktyget ”Zoom” for att kunna genomfora det tekniskt och blev ockséd en kompetensutveckling
bade for producenter och musikgrupperna samt for skolorna.

”Duo Sara och Natalie” samt ”Under regnbagen” gjorde ocksa ett flertal konserter under hosten 2021
och sammanlagt 6 grupper var ute i Vastmanland fran musikutbudet for barn och unga.

Majas alfabetssanger sandes digitalt i april fran Stora Salen i konserthuset. Konserterna nadde 6ver
2000 forskolebarn i Vasteras med Vasteras stad som samarbetspartner.

Projektet Rostratt har utvecklats vidare trots en viss forsening av pandemin under varen 2021. Vi
kunde genomfdra en workshop i Lilla Salen i Konserthuset i maj med tva coacher fran Musik i Syd
som inspirerade och guidade tre av vara egna Rostrétts coacher i Vastmanland. Var konstnérliga ledare
Lina Rolf fran Kungsor, har nu varit ute pa 3 forskolor i Vasteras under hosten och projektet tog ett
stort kliv framat i och med det. For 2022 planerar vi att komma ut pa fler férskolor och for att bygga
en storre struktur i Vastmanland.

KONSERTHUSET SOM SPELPLATS

P4 NASTA

Sveriges Radio kom tillbaka till Vasteras for andra aret i rad i samband med genomférandet av
musiktavlingen P4 Nasta. SR kommer tillbaka aven 2022 for final i Vasteras Konserthus. Det kénns
hedrande att man valt Vastmanlandsmusiken dels som samarrangor, dels Vasteras som bas for denna
rikstackande tavling. Det ar pa vag att bli en fin tradition. Fjolarets arrangemang genomférdes utan
publik sa det blir 3e gangen gillt 2022 med ambitionen att ha ett fullt konserthus.

Vasteras Kulturnatt
Planerad och program lagt... men tyvérr uppskjuten till 2022.

Klubbscen lockade hela 500 personer med SEMST. Produktionen flyttade dock in till stora salen pga.
restriktioner.

Populéara

Av vara mer populdra akter med brett anslag sa var det utsalda forestallningar med Pernilla Wahlgren,
Arvingarna, Sven-Ingvars och Jonas Gardell. Det kdndes mkt bra att &ntligen kunna verkstélla dessa
flyttade forestallningar till publikens gladje.

Ane Brun gistade aterigen Visteras och visade publiken att hon &r en dominant inom “indiepop”
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musiken bade i riket och pa bred front i Europa.
Tomas Andersson Wij géstade ocksa Vasteras och fick ett varmt mottagande med sin trio.

Trazan och Banarne

Det blev familjemusikal for bade sma och stora barn nar den nya yngre uppsattningen kom i december
och lockade manga bestkare. Text & musik av Lasse Aberg och Janne Schaffer som live framférdes
sa nara originalen det gick att komma.

Broadway Christmas

Oerhort positivt och roligt att fa avsluta en fin host & vintersasong med Vasteras Sinfonietta, dirigent
Julian Bigg och tre stjarnsolister i form av Gunilla Backman, Fred Johanson och Jenny Holmgren.
Blandningen av julmusik och alster fran musikaler pa Broadway och East End &r lyckad. Det blev en
galabetonad afton och ett kart aterseende som vi hoppas blir en tradition i Vasteras Konserthus.

EKFA Vasteras fick aven avsluta december med en spelning pd Hammarby bibliotek med Bazooka
Sub Trio.

Sommarmusiken

Vastmanlandsmusiken ar stolta dver att varje ar kunna erbjuda kostnadsfria spelningar inom
aldreomsorgen sommartid. 2021 forlangdes spelperioden mellan juni och augusti till att uppga till 10v.
3st ensembler rekryterades fran olika musikhogskolor, och férra aret blev antalet spelningar hela 145.
Rekord, och visar pa behovet av bade musik och mansklig narvaro hos vara éldre. 2022 siktar vi pa att
tangera antalet spelningar i Vastmanland.

DANS & CIRKUS
VT-21

Pandemin har slagit hart mot danssektorn som till storsta delen bestar av fria aktorer. Krisstoden
visade sig samre anpassade till mindre kulturaktorer, ideella kulturaktdrer och/eller aktorer som ar mer
komplexa eller nyskapande i sin form. Den 19 mars arrangerades ett 6ppet nationellt méte med
narmare 200 motesdeltagare fran dansféltet. Malet var att utifran diskussionerna sammanstélla ett
underlag och en fortsatt vag fram i arbetet med en Dansplan Sverige. Métet resulterade i en skrivelse
till myndigheter och politiker initierad av Dansnat Sverige, Danscentrum Sverige och Riksteatern, for
att visa pa behovet av olika insatser som behdvs inom dansomradet for att sakra dess hallbarhet och
utveckling. Skrivelsen publicerades 10 november 2021:

HT-21

Under hosten kunde vi sa antligen valkomna publiken igen. Big Wind forgyllde konserthusets ppning
med “Hovet — den anarkistiska monarkin”

Den 18/9 spelade familjeforestillning ”Att rymma med en cirkus” for fullsatt salong i Lilla Salen.

Genom turnénatverket Dansnét Sverige presenterades “Between Us ” med The Ruggeds den 12/10.
Forestallningen inleddes med ett hejdundrande dans-jam och battle i Konserthusets foajé. Dansarna
gav aven worshops for elever pa Fryxellska skolan samt i Skultuna.

Den 16/11 gistade det Svensk/Kubanska kompaniet Memory Wax med forestillningen ”Shapes”

Beyond Words &r namnet pa Dans | Nords regionala turnéslinga som dansar in i Norrbottens samtliga
kommuner och valkomnar alla manniskor att ta del av dansen. Hosten -21 inledde
Vastmanlandsmusiken, Dans i Nord och region Uppsala interregional samverkan som ett led i att
forstarka danskonstens infrastruktur.
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Samarbetet med Uppsala kring koreografitavlingen Skapa Dans har pagatt under nagra ar och 2021
paborjades ett arbete med att utveckla och fordjupa detta samarbete. Malet &r att 6ka intresset for
tavlingen och stimulera ungas eget skapande.

Under hosten genomfdrdes i samverkan med Regional Kulturskola Vastmanland en instruktorskurs i
Dans for Halsa — en forskningsbaserad metod for att starka psykisk hélsa hos unga som anvéands éver
hela landet och som nu finns tillganglig aven i Vastmanland.

Tva residens har kunnat genomféras under aret. Hos Cameleonterna i Sala har Johanssons Pelagoner
och Dans fortsatt sitt arbete med forestillningen "Medelgympa”, gruppen har triffat en referensgrupp
samt haft publikt mote. P& Teatermaskinen i Riddarhyttan har Mireia Piniol arbetat med att vidare
utveckla sitt verk “Ustopia”, publikt mote samt samverkan med elever pé folkhdgskolan har kunnat
genomforas.

I lanet och Vasteras stadsdelar kunde man under hésten ta del av forestallningarna:
Skillz B4 Status — Mario Perez Amigo, skol och offentlig forestallning
Bokstavshyran — Zebradans, skolférestallningar

Rorliga Rader — Kolkolnk, offentliga forestéallningar

We as Cats — Amanda Billberg, skol och offentlig forestalining

LANET - REGIONEN
Pa varen under detta pandemiar blev det mycket stalla om och stélla in.

Endast en kammarmusikkonsert med slagverkaren Mika Takehara blev genomférd
digitalt/strommad under varen.

Daremot genomforde vi Ung & Lovande-biennalen i april tillsammans med Kammarmusikforbundet.
En hybridvariant med juryn sittande pé& avstand fran varandra i Konserthusets Stora Sal. Ovrig publik,
ca 130 i snitt pa de fem sénda tillfallena, horde och sag fem konserter och prisutdelningen med
Landshovdingen. Dessutom fanns det ett digitalt green room dar publiken kunde prata med varandra
och fa info. Det rummet skottes av Kammarmusikforbundet. Kammarmusikforeningarna var nojda och
rostade fram en duo med saxofon och piano, Duo juli isaksson och Theo Hillborg.

Ute i lanet kunde ingen gora konserter med 8 personers-restriktionen forran sommaren kom. Da var
det ett flertal konserter i Hallstahamma, Skantzen; Skinnskatteberg, Karmannsbo och vid Langsvan;
Norberg, vid Abrahamsgarden m fl.

N&r sommaren var som béast i augusti sa kunde vi sa dntligen 6ppna upp for en Jazzfest 2020
arrangerad tillsammans med Svensk Jazz. Den var flyttad fran aret innan. Tva valmatade dagar med
seminarier, Showcases, Konserter och framfor allt En Galakvall. Ett hundratal glada
jazzklubbrepresentanter fick uppleva livemusik for forsta gangen pa lange.

Konserten pa Stromsholm sista séndagen i augusti blev mycket bra med Rebaroque i Rikssalen.
Mycket publik kom dit.

Och ordinarie konserter inom kammarmusik och jazz genomfdrdes under hosten.

Efter 1 oktober utan restriktioner. Manga fina konserter dar G6teborg Baroque med det intressanta
instrumentet claviorganum fyllde Lilla Salen till sista plats. En succé. Dar samarbetade vi med det
interregionala projektet Pa Turné, mycket framgangsrikt.

Och arrangorerna i lanet var modiga under hosten och gjorde konserter i princip som ett vanligt ar.
Cellisten Torleif Thedéen dubblerade i Skinnskatteberg och i Konserthuset, och folkmusikgruppen
WAO beréttade i ett par konserter om Wilho Aleksij Ollikainen.
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I november hade vi bjudit alla landets regionala musikinstitutioner till Vasteras for ett Nationellt
Musikmote i dagarna tre. Det blev ett mycket bra mote dar vi kunde traffas och under goda och sakra
forhallanden knyta nya kontakter och samarbeten mellan olika landsandar. Det var mycket musik, till
exempel Sinfoniettan spelade, Simone Moreno med band hade Klubbkvall, Tibble Transsibirska
spelade Balkan vid middagen. Darutdver Kulturskolan och en hel del Musik a la Vasteras med
Domkyrkan, Slottet och lite experimentella saker.

Som Grande Finale for kammarmusik hade vi en hommage till Beethoven pa hans 251-ars dag.
Ménga kom och hérde hans musik beledsagade av Ake Holmquists beréttelser. Ake har varit bland
annat Standig sekreterare for Musikaliska Akademien och vd pa Stockholms Konserthus.

Kommunikation och marknad

En inledning av aret med en helt nedstangd publik verksamhet gav speciella forutsattningar for arbetet
inom kommunikations- och marknadsomradet. Ett lage dar manga konserter och forestallningar behovt
flyttas, stallas in eller programéndras har krdvt omfattande kommunikativa insatser gentemot
biljettkdpare och publik. Det har ocksa varit avgorande att fortsatta det relationsskapande arbetet
gentemot olika publikgrupper.

Digital produktion

Overgéngen till i princip enbart digitala konserter under véaren har kravt stor medverkan fran
kommunikations- och marknadsenheten. Det har rort hela processkedjan for en produktion fram till att
det varit dags att trycka Start fran den plattform den sénts ifran. Den grafiska inramningen,
rubrikséttning, introduktion och avslutning ar viktiga delar in en professionell digital produktion. En
sarskild rorlig grafisk profil togs fram for Vasteras Konserthus digitala produktioner. Aven om de
flesta produktioner var direktsandningar sa har ett antal konserter gjorts tillgangliga i efterhand pa
hemsidan under den nya avdelningen ’Digital scen”. Marknadsforingen av de digitala evenemangen
har sina sarskilda forutsattningar och har krévt insatser som varit omfattande och tidskréavande.

Sociala medier

Ett aktivt arbete i sociala medier ar en viktig del bland annat i frdga om varumarkesarbete. Den
forstarkta narvaro i sociala medier som aktualiserades under forra aret har fortsatt och intensifierats
under 2021. Att arbeta med filmade inslag och &ven berattande texter, till exempel ett tonsattarportratt
eller nagon anekdot, har visat sig framgangsrikt

Ny hemsida

Efter mycket forberedelsearbete lanserades den nya hemsidan i april. Stort fokus ligger pa presentation
av evenemang, liksom en 6kad anvéandarvanlighet. En ny hemsida ar sallan hundraprocentigt perfekt
nar den lanseras, inte heller denna. Ett utvecklings- och forbattringsarbete har fortsatt under aret, med
finjusteringar och tillagg av funktionalitet.

Programtidning

Nar restriktionerna lattades infor hosten och publiken kunde valkomnas tillbaka till konserthuset kom
idén om att ater presentera evenemangen i en programtidning. Att aterga till en stor produktion med
offsettryck likt den tidigare var inte aktuellt. I stéllet togs en form fram for en direktkopierad variant i
mindre upplaga och ett omfang pa 8-12 sidor. | huvudsak skulle tidningen distribueras i konserthuset
och till utvalda stallen som till exempel bibliotek. Planen var manatlig utgivning och det férsta numret
var klart till s&songséppningen l6rdag 28 augusti.
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Publiken

Under januari till december 2021 har 50 499 besOkare tagit del av VV&stmanlandsmusikens verksamhet.
Statistiken innefattar VVastmanlandsmusikens egna produktioner, samarbetsproduktioner och gastspel,
samt digitala sandningar.

Konsert- och forestallningsverksamheten har kunnat genomféras med en fysisk publik under hdsten.
Varen 2021 genomfordes i huvudsak som digitalt kommunicerad verksamhet, med streamade konserter
och forestallningar. Da verksamheten kunde 6ppnas upp efter sommaren kunde en god tillstromning av
publik ses, men for vissa grupper kan en mer aterhallsam hallning till att ga pa konserter ses, nagot som
gjort att de publiksiffror som vanligtvis brukar ses inte kunnat uppnas an.

Manga konserter har riktats till aldre. | samarbeten med aldreboenden har savil Sinfoniettans musiker
som de kontrakterade musikerna som utfor sommarmusik kunna mota publik pa ett coronasakert sétt.

Genom de extramedel som tillférts verksamheten som ett stéd under pandemin har Sinfoniettans
musiker planerat och pabdrjat en rad projekt som syftar till att 6ka mojligheterna att na publika
kontakter, samtidigt som den kompetens som finns hos Vastmanlandsmusikens konstnarliga personal
kan utnyttjas. De projekt som planerats och nu genomfors visar pa vad som skulle kunna utvecklas i
annu storre omfattning genom att ett 6kat utrymme skapas for musikerna.

Det publika arbetet i regionen, inklusive Vasteras stad, har i olika omfattning paverkats av pandemin.
Under varen genomfordes knappast nagra konserter eller forestéallningar inom EKFA-verksamheten. Pa
hosten kom verksamheten igang mycket bra och en del av tappet kunde tas igen. Cirka 75 % av
arsvolymen kunde uppnas. Skolorna har paverkats av de restriktioner som gallt, men de flesta
skolforestallningar kunde dnda genomforas men med farre antal elever per forestéllning. En stor del av
skolproduktionen under varen kunde streamas ut till skolorna, da de inte kunde delta fysiskt. Projektet
och musiktavlingen Imagine, som riktar sig till musicerande ungdomar mellan 13-21 ar, kunde
genomforas och tillgangliggéras med hjélp av streaming men aven fysiska workshops pa plats i
Konserthuset. Projektet engagerar ungdomar i hela regionen.

Under sommaren genomfardes en rekordstor mangd spelningar pa aldreboenden, 145 tillfallen, varav
halften i Vasteras och resterande del i 6vriga kommuner i regionen.

De planerade dansresidensen i Sala och Skinnskatteberg har kunnat genomféras som planerat fast med
vissa anpassningar.

Under aret har ocksa manga besok gjorts pa Vastmanlandsmusikens sociala medier. Dessa besok ar inte
inrdknade i de nedanstdende publiksiffrorna. Se vidare redovisning av maluppfyllelse under
verksamhetsmalet Kommunikation.
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2021 2020 2019 2018 2017
Publik, totalt 50499 | 40007 | 127513 | 124891 | 118 067
Publik i Vasteras 42935 | 31877 | 105762 | 111659 | 106 516
Publik i regionen, utom Vasteras 7 564 6533 15919 11 239 11 551
Publik évriga landet, inkl Englandsturné 0 1597 5832 1993 2167
Barn och unga (0-25 ar), totalt 18036 | 10486 | 33809 | 39646 | 24910
Barn och unga i Vasteras 14 058 6552 | 25350 | 33695| 19505
Barn och unga i regionen, utom Vasteras 3978 3934 8 459 5951 5405
Evenemang, totalt 447 494 628 664 616
Evenemang i Vasteras 240 308 410 465 437
Evenemang i regionen, utom Vasteras 206 175 209 189 170
Evenemang 6vriga landet 0 11 9 20 9
Evenemang barn och unga totalt 182 158 195 258 198
Evenemang barn och unga i Vasteras 85 77 109 169 126
Evenemang barn och unga i regionen, 97 81 85 89 72
utom Vasteras
Evenemang 6vriga landet 0 0 9 20 9

Medarbetarna

Vastmanlandsmusiken vill vara en attraktiv arbetsgivare, utan diskrimineringar eller ojamlikhet for
medarbetarna.

Antal arsarbeten under aret uppgar till 62. | detta ingar enbart anstéllda medarbetare och inte personer
med F-skatt.

Sjukfranvaron for aret uppgar till 3,36 %, vilket ar jamforbart med foregaende ar.

Tva medarbetare har under aret varit langtidssjukskrivna, vilket ar en del av sjuktalet.
Véastmanlandsmusiken har under 2021 genomfoért en arbetsplatsundersékning i samarbete med Previa,
dar alla tillsvidareanstéllda medarbetare har erbjudits mojlighet att delta i undersokningen.

I denna undersokning lades sarskild vikt vid att félja upp hur hemarbetet under pandemin har paverkat
personalen. | arbetsmiljoenkaten finns det inga alarmerande indikationer pa att verksamheten inte har
kunnat hantera den situation som har gallt under 2021, med pandemin och covid -19, sarskilt situationen
med hemarbete. Svarsfrekvensen var mycket god och resultatet kommer att ligga till grund for det
fortsatta systematiska arbetsmiljoarbetet. De tendenser som kan utlasas jamfort med de foregaende
enkaterna 2018 och 2020 visar pa att manga omraden har en positiv tendens, vilket &r gladjande.
Samtidigt finns det utvecklingsomraden att arbeta vidare med.

Vastmanlandsmusiken har regelbundet aterkopplat till styrelsen hur laget & med den egna personalen.

Saval musiker som administration har tjanstgjort pa plats under 2021. Administrativ personal har fortsatt
att arbeta hemifran dar det har funnits mojlighet. For orkestermusikerna har tjanstgoringen i huset
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anpassats i storsta mojliga omfattning for att folja de restriktioner som gallt. Okad distans vid arbete pa
scenen, egna rum, anpassade mojligheter for maltider ar nagra atgarder. Riskbeddmningar genomfordes
under varen for alla produktioner med orkestern och inledningsvis under hosten aven for de storre
evenemang som genomfordes, for att sakerstélla att risker minskades och att restriktioner foljts.

De maojligheter till digitala mdten som utvecklats har fortsatt att bidra till att méten har kunnat
genomforas dven da smittspridningen varit hog. Det arbetssatt som etablerats har kommit att anvandas
aven under de perioder da smittolaget inte har stallt krav pa distansmoten, en positiv effekt av pandemin.

Den situation som fortfarande rader stéller stora krav pa ledning och styrning av verksamheten. En stor
samhallsoro 6ver pandemins utveckling, dess stora paverkan pa Vastmanlandsmusikens verksamhet och
de nya former for arbete som uppstar genom att alla medarbetare inte alltid &r pa ordinarie arbetsstalle
utan arbetar pa annan plats har nu pagatt i snart tva ar. Det finns en trétthet kring anpassning till en
pandemi som &r of6rutsagbar och dar beslut som paverkar verksamheten fattas, ibland med kort varsel
och samtidigt stor inverkan pa verksamheten. En langtan finns till att kunna aterga till ett mer
normaliserat satt att arbeta och bedriva verksamhet. Mycket energi gar at till att motivera och stétta
organisationen for att orka ta sig igenom den del som kvarstar av pandemin.

Kontakten med alla medarbetare har fungerat val, men det innebér alltid stora pafrestningar att férandra
arbetssatt, att hantera oro och sakerstélla att alla blir sedda och kénner sig delaktiga. Ledningen for
Véastmanlandsmusiken konstaterar att det har medfort en hel del anstrdngningar att tillimpa de
rekommendationer for hemarbete, arbetsresor och social distansering som getts fran ansvariga
myndigheter. Implementering och anpassning till gallande riktlinjer har anda kunnat ske pa ett bra satt,
med delaktighet och en god situationsanpassning. En utgangspunkt &r att halsan alltid gar forst, nagot
som genomsyrat de beslut och anpassningar som har skett.

Jamstalldhet, mangfald och tillgdnglighet

JAMSTALLDHET

Vastmanlandsmusiken vill vara en attraktiv arbetsgivare, utan diskrimineringar eller ojamlikhet for
medarbetarna, av olika grunder som kon eller alder. Inom det administrativa omradet rekryteras pa
sedvanligt sétt och dar efterstravar Vastmanlandsmusiken att den bésta medarbetaren for varje
uppdrag rekryteras, samtidigt som vi som arbetsgivare beaktar att urvalet inte sker pa grundval av
ojamlika bedémningsgrunder.

Pa orkesteromradet finns sarskilda jamstalldhetsmal, till exempel i fraga om programsattning och
nybestallning. En bra balans mellan kvinnliga och manliga tonséattare efterstravas. Inom Vasteras
Sinfonietta arbetar programradet aktivt med jamstalldhet.

Rekrytering musiker - Rekryteringar till den konstnarliga verksamheten sker pa ett satt som gor att
den mest kompetenta medarbetaren erhaller anstallningen, genom att provspelning och provanstallning
tillampas enligt branschpraxis. Vid provspelningar till orkestern spelar alla musiker bakom skéarm. Den
basta musikern vinner oavsett kon. For nuvarande har vi 12 mén och 20 kvinnor i orkestern.

Rekrytering dirigenter: Tittar man pa de 6 storsta agenturerna 2021 i Europa och deras bokningsbara
dirigenter sa finner man 39 kvinnor och 275 man. Alltsa 7% kvinnliga dirigenter att boka. Dock ar det
gladjande att vid en koll for 13 ar sedan fanns det endast 3% kvinnor att engagera sa det har mer &n
fordubblats. VS malsattning ar ha en bra balans mellan kvinnliga och manliga dirigenter.

Dansen: Alla dansforestallningar som gar via Dansnat Sverige ar villkorade med 50/50. Det avser
man/kvinnor men ocksa svenskt/internationellt.
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Tonsattare: Ett gediget arbete &r gjort av féreningen KVAST (Kvinnlig Anhopning av Svenska
Tonsattare). Alla orkesterinstitutioner rapporterade in till deras databas andel mén/kvinnor, men dven
andel svenskt/internationellt. Granskningen gjordes pa tre sasonger - 16/17, 17/18 samt 18/19.

Man kan da lasa att Vasteras Sinfonietta ligger i det dvre skiktet vad galler kvinnliga tonséttare, i
jamforelse med andra orkestrar. Sammantaget pa tre sasonger har vi haft drygt 11 % kvinnliga
tonsattare.

Nar det galler nyskrivet &r malet att Vasteras Sinfonietta ska bestélla verk enligt fordelningen 40 %
man/60 % kvinnor sett Gver tre sasonger. Nar det géller dldre musik och tonsattare sa ar den manliga
dominansen total. Verk av tonsattare som Beethoven, Mozart, Bach, Stravinskij och Handel etcetera &r
musik publiken kréaver att fa hora for att komma och det finns dessvarre inte manga kvinnliga
tonsattare som &r lika kanda. Dock pagar ett arbete inom Musikaliska akademin som heter Levande
musikarv, med syfte att leta fram okanda kvinnliga tonsattare. Som exempel kan namnas att \Vésteras
Sinfonietta spelade in en violinkonsert pa CD i hostas av svenska tonsattaren Amanda Meijer Rontgen.
Detta ar en person som forskats fram genom projektet.

Visteras Sinfonietta brukar oftast ta med ett nyskrivet verk, manligt eller kvinnligt, for att balansera
upp programmen. Vid kontraktering av frilansmusiker och solister efterstrévas jamn konsfordelning.

MANGFALD

I Vastmanlandsmusikens utbud finns olika musikaliska genrer och stilar, konstnarliga uttryck, musik
fran olika kulturer och epoker representerade. | programarbetet efterstravas alltid denna mangfald.

I nasta led betyder det att mangfalden bland besokare och deltagare stods av programutbudet, dar det
har funnits mojligheter att finna och uppleva musik eller dans som speglar det samhélle
Vastmanlandsmusiken verkar i. Exempel pa detta ar Lansvarldsorkestern, tillsammans med folkmusiker
som spelar runt om i lanet ett annat exempel ar inom Dansnét Sverige, dar vi alltid har internationella
gastspel. Sinfoniettan har ocksa genomfort flera konserter dar klassiska musiker méter musiker och
repertoar inom jazz, folkmusik och popularmusik.

Under aret har initiativ tagits fran styrelsen att uppmuntra till ytterligare samarbete med de foreningar
och organisationer som representerar mangfalden i Véastmanland. Infor kommande ar planeras detta att
genomforas i olika former.

Mangfaldsperspektivet bland de anstallda mérks tydligast i orkestern, dar det finns flera olika
nationaliteter representerade. Bland den timanstéllda personalen finns dven dér en bred variation av
bakgrunder bland de anstéllda. Denna mangfald ar nagot som Vastmanlandsmusiken ser som en tillgang
och varderar hogt och stravar efter att utveckla ytterligare.

TILLGANGLIGHET

Vastmanlandsmusiken stravar efter att erbjuda ett utbud tillgangligt for alla. Vart arbete med att
erbjuda konserter och evenemang med en mangfald, med olika scener, olika mycket folk i publiken
och med en stor repertoarmassig variation ser vi som en vag for att tka tillgangligheten for alla
grupper. Utgangspunkten ar att eventuella hinder ska undanréjas och att mojlighet ska finnas till
individuella anpassningar.

Vastmanlandsmusikens webbplats &r utvecklad enligt riktlinjer for tillganglighet. Ett storre
utvecklingsarbete har genomforts av webbplatsen, under 2021. Tillganglighet och anvéandarnytta ar tva
av huvudaspekterna i den nya versionen.

Den utveckling av digitala evenemang och sandningar som pabdrjats kommer att fortsatta under 2022,
vilket kommer att bidra till 6kad tillganglighet.
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Forvaltningsberattelse

Oversikt 6ver verksamhetens utveckling

Vastmanlandsmusiken

(mnkr) 2017 2018 2019 2020 2021
Produktionsintakter 14994 15528 13135 6404 6 841
Resultat fore avskrivningar 4174 840 -1754 3757 1423
Resultat efter avskrivningar 3779 419 -2522 2750 370
Resultat efter finansiella poster 3842 353 -1863 2884 777
Arets resultat 3842 353 -1863 2884 777
Balansomslutning 36754 35400 32322 37041 41 639
Eget kapital 6588 6941 5092 7971 8748
Soliditet (%) 18% 20% 16% 22% 21%
Investeringar (mkr) 0,9 5,0 2,8 0,9
Offentliga bidrag 49238 50024 51965 51781 52977
Offentl.lga b'|drag |"a°1r i f;orhéllaonde till 97 % 102 % 104 % 100 % 102 %
offentliga bidrag foregaende ar

Personalkostnader 23060 25990 29461 26688 30 140
Medeltal anstéllda 48 54 58 58 62

Fem av de viktigaste hdndelserna under aret har varit

PANDEMINS UTVECKLING OCH DESS PAVERKAN PA VERKSAMHETEN

Den pagaende pandemin har fortsatt att paverka verksamheten i mycket hog grad. Under varen
genomfordes valdigt fa konserter i fysisk form. VVerksamheten fortsatte att utveckla de digitala
mojligheterna att genomfora konserter och forestéllningar, vilket 6kade kompetensen och de tekniska
forutsattningarna for digitaliseringen Aven det administrativa arbetet utvecklade nya former och
metoder, dar distansarbete, digitala méten och digitala system bidrog till att kunna bedriva
Vastmanlandsmusikens verksamhet.

Manga arbetsuppgifter forandrades och nya rutiner uppstod genom pandemins paverkan. For den
administrativ personalen innebar det att planerings- och produktionsarbetet fick inriktas pa att flytta
merparten av verksamheten under varen till senare tidpunkter, alternativt stélla in verksamhet. For den
konstnarliga personalen innebar varen att konserter spelades in och streamades i stallet for att spelas
for en publik i salongerna, en annorlunda forutséttning som paverkar det konstnarliga arbetet i
grunden.

Under hosten kunde verksamheten ater genomforas med publik vid evenemangen, vilket uppskattades
av saval personalen som besokarna. Fran 1 december aterkom restriktioner i form av krav pa 6kade
smittskyddsatgarder, vilket for Vastmanlandsmusiken innebar vaccinationsbevis i samband med
konserter och forestallningar, en atgard som pa nytt stallde krav pa nya rutiner, utdkade kontakter med
biljettkdpare och en fortsatt stor anpassning och flexibilitet hos organisationen.
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FORSTARKNING OCH UTVECKLING AV FORUTSATTNINGARNA ATT ARBETA MED DIGITALISERINGEN

Som namnts ovan har digitaliseringen fatt ett stort genomslag i verksamheten under aret. De tekniska
forutsattningarna for att mojliggora digitala produktioner har utvecklats mycket sedan tiden innan
pandemin. Under 2021 har kompetensutvecklingsinsatser genomfoérts med den egna tekniska
personalen. Hela personalen har vid nagra tillfallen haft gemensamma seminarier, med syfte att
paborja ett strategiskt inriktat arbete kring digitaliseringens nya forutsattningar i perspektivet av ett
forandrat samhélle efter pandemin.

De tekniska mojligheterna att digitalisera har forbéttrats kraftigt genom att investeringar i digital
utrustning och digitala system har gjorts. Ett genomgripande arbetssatt som inkluderar digitala former
kommer att fortsatta utvecklas aven da pandemin inte paverkar verksamheten.

ANDRADE FORUTSATTNINGAR FOR ACC:S KONGRESSVERKSAMHET, VILKET | OLIKA DELAR PAVERKAR
VASTMANLANDSMUSIKENS PLANERING

Under 2021 meddelade Aros Congress Center (ACC) att de beslutat att inte langre driva
kongressverksamhet i kongressanlaggningen. Det paverkar inte i direkt avseende
Véstmanlandsmusikens verksamhet men far en konsekvens for samarbetet som behéver bedrivas
under andra forutsattningar. ACC har fortsatt att driva restaurang Konserthusterassen, vilken levererar
mat, catering och service till Vasteras Konserthus. Samarbetet med ACC har pagatt under hela
pandemin, med gemensamma och val genomférda atgarder i samband med restriktioner.

I samtal med ACC har Vastmanlandsmusiken lyft behovet av att utveckla dven de publika delarna som
avser restaurang och service till bestkare i Konserthuset, ett arbete som kommer att fortsatta med den
organisation som kommer att vara operator for restaurangverksamheten.

ATERSTART AV VERKSAMHETEN

En stor handelse som kommer efter pandemin &r aterstarten av verksamheten i konserthuset och
utanfor konserthuset, i Vasteras och Vastmanland. Nar den publika verksamheten startades i augusti
behovde de funktioner som ar nédvandiga for verksamheten rekryteras pa nytt, vilket innebar ett
omfattande arbete. Behovet av timanstélld personal i foajé, tekniker, administrativ personal
frilansmusiker och grupper, orkestermusiker for vikariat och komplettering stéllde stora krav och en
hog tidsatgang for att kunna hanteras.

Att fa tillbaka publiken har ocksa varit en viktig och omfattande uppgift. Det finns hos delar av
publiken en forsiktighet kring att komma tillbaka till konserter och forestallningar, nagot som
Vastmanlandsmusiken som arrangér kommer att beh6va arbeta med under en lang tid framat.
Samtidigt finns hos manga en stor efterfragan pa manga delar av verksamheten, vilket visar pa vardet
och gladjen over att pa nytt kunna fa ta del av livekonserter.

Verksamheten - bade i men framforallt utanfér Konserthuset - innebar samarbete med manga externa
arrangorer, lokala kulturverksamheter, kommuner och skolor. Efter en langre tids avsaknad av den
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verksamheten dar Véastmanlandsmusiken har varit ett viktigt nav behdver manga verksamheter stod
om uppmuntran for att komma igang. Sarskilt innebar arbetet med verksamheten for barn och unga att
pa nytt etablera former som gor att unga manniskor far ta del av levande kultur, i skolor och ute i
samhallet.

REPARATIONER OCH UTVECKLING AV KONSERTHUSET

| september 2022 firas 20-arsjubileum for Vasteras Konserthus. Planeringen for jubileet pagar och som
ett led i detta har upprustning och uppfraschning av Konserthuset pagatt under 2021. Behovet ar stort
for ett hus som anvands dagligen for den verksamhet som genomfors. En del som paverkar
Vastmanlandsmusiken ar den planerade ombyggnation som fastighetségaren Lénsforsékringar
Bergslagen planerar for kvarteret Njord, dar delar av Vastmanlandsmusiken lokalytor kommer att
paverkas. Dialog och planering pagar for att sakerstalla att genomforandet av ombyggnationen kan ske
med sa liten paverkan pa verksamheten som majligt, samtidigt som det mojligheter till utveckling av
lokalerna tas tillvara i samband med byggprojektet.

Sammanfattning av resultat och ekonomisk stallning

Arets resultat uppgér till 370 tkr innan finansiella poster, resultatet efter finansiella poster ar 777 tkr.
Vastmanlandsmusiken har vid tva tillfallen under aret erhallit medel fran Kulturradet for tillfallig
forstarkning for regional kulturverksamhet. Tillsammans med beviljade hyresrabatter fran Vasteras
stad, aven detta atgarder som hanger samman med pandemin, har Vastmanlandsmusiken kunnat
hantera stora intéktsbortfall, 6kade kostnader och nddvandiga investeringar och resursférstarkningar
och gora ett bokslut med ett positivt resultat. For 2021 togs beslut om en budget som var kraftigt
anpassad och planerad for att sakerstélla en stabil ekonomi, vilket har fatt vantad effekt pa resultatet.

De resurser som finns inom organisationen har klarat av att hantera den omstéllning som skett i
samband med pandemin, vilket tyder pa en god resurskapacitet. Det bor dock noteras att
organisationen har varit hart belastad och &r sa fortfarande.

Viktiga forhallanden for resultat och ekonomisk stillning

Under 2021 har verksamheten anpassats for att méta de krav och forutsattningar som féljt pa grund av
pandemin. Den publika verksamheten har kraftigt reducerats under varen och till viss del ersatts av en
digital verksamhet, konsertformaten har &ndrats. Hosten har inneburit publik verksamhet, vilket ger mer
intakter men aven hogre produktionskostnader. En del av de okade kostnaderna for hosten bestar av
merkostnader for extrapersonal och externa resurser for att utfora de anpassningar som kravts pa grund
av pandemin. Budgeten for 2021 anpassades till den verksamhet som kunde forutses. Utfallet visar att
produktionsintakterna ar lagre dn budgeterat, framfor allt biljettintdkter och abonnemang. Balansen
mellan produktionsintikter och produktionskostnader tenderar da att bli negativ, da kostnader for att
genomfora en konsert &r lika stora, oavsett hur manga som koper biljetter.

Genom att externa forstarkningsmedel har tillforts och att biljettférsaljningen har kommit igang till
kommande evenemang har likviditeten befunnit sig pa en stabil niva under aret. De tidigare kritiska
nivaer som funnits for likviditeten har inte varit aktuella.

Egna produktionsintakter nar inte upp till de budgeterade nivaerna. En biljettforséaljning som inte har
kommit i gang i den forvantade omfattningen &n, samt att abonnemangsforséljningen i stort sett uteblev
under hosten &r de enskilt storsta faktorerna. Uthyrningen av konserthuset har nétt en rimlig omfattning
utifran gallande forutsattningar.
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Bidragsintéakterna visar pa en 6kning. Den bestar till storsta delen av de extra forstarkningsmedel som
tillforts i form av statliga och regionala bidrag.

Produktionskostnaderna var laga for det forsta halvaret men har 6kat enligt planering under hosten.

Lokalkostnaderna ar lagre an budgeterat, framforallt beroende pa de tva hyresrabatter som beviljats
under 2021.

Personalkostnader har 6kat till en niva som ligger i narheten av den budgeterade. Det har pagatt ett storre
utvecklingsarbete kring orkesterverksamheten vilket genererat merkostnader fér konsultstdd inom
organisationen, vilket bokforts som friskvardskostnader. Den konstnarliga personalen har genomfort
flera utvecklingsprojekt som finansierats med de extra medel som tillforts. Da vissa aktiviteter kan
slutféras under 2021 har delar av extramedel reserverats for att aktiveras under 2022. Dessa uppbokade
medel avser personalkostnader och verksamhetsstod (440 tkr), forlusttackning for biljetter och
abonnemang under kvartal 1 2022 (400 tkr), kvarvarande investeringar (280 tkr) samt vissa
uppbokningar for bestéllda men ej fakturerade atgarder (722 tkr).

En atergang till att produktionsintakter kommer tillbaka till tidigare nivaer, att driftsmedel aterfors till
nivaer som kravs for att kunna bedriva all den verksamhet som planeras under ett fullt verksamhetsar
och att behalla och utveckla den kompetens som finns i form av medarbetarna ar stora utmaningar men
ocksa hogt prioriterat for Vastmanlandsmusiken infér kommande verksamhetsar.

Det finns en stor efterfragan pa den verksamhet som Vastmanlandsmusiken star for. Konserter, kultur,
musik och dans ar delar av samhéllet som har vilat ofrivilligt under aret. Den osékerhet som finns i
vilken takt som publiken kommer att aterkomma till scenerna kan inte bedomas, men planeringen gors
for att ge alla mojligheter till att ateruppta och genomfora verksamheten, samtidigt som vi skapar en
beredskap att hantera olika scenarios som kan komma att uppsta. Erfarenheterna fran pandemiarbetet
kommer da val till pass.

Under 2021 har vissa planerade investeringar genomforts. De storsta investeringarna har avsett digital
utrustning, vilket finansierats genom de extra forstarkningsmedel som tillforts.

Uppfoljning av forbundsordning och maluppfyllelse
Strategiska utvecklingsomraden

Vastmanlandsmusikens verksamhetsplan och langsiktiga utvecklingsarbete utgar fran nedanstaende
fem fokusomraden.

- Konstnarlig utveckling — Kvalitet som beror

- Konserthuset och andra spelplatser — Levande och tillgangliga spelplatser
- Medarbetare — Kreativa och motiverade medarbetare

- Kommunikation — Lockande och slagkraftig

- Ekonomi och stodprocesser — Mer musik och dans fér pengarna

Dessa fokusomraden ar framtagna for och relaterar till det uppdrag som definierats i
forbundsordningen for Vastmanlandsmusiken.

Dér anges som huvudinriktning: Kommunalférbundet har till uppgift att arrangera, producera och
stodja musik- och dansverksamhet i Vastmanlands lan.

I en arlig 6verenskommelse med huvudmannen fran Vasteras stad och Region Vastmanland regleras
pa en mer detaljerad niva inriktningen pa uppdraget. Baserad pa 6verenskommelsen skapas en arlig
verksamhetsplan for kommunalférbundet.
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Samlad bedémning av maluppfyllelse

Den verksamhet som Vastmanlandsmusiken &r satt att ansvara for hor till de samhallsomraden som har
paverkats mycket kraftigt ur ett verksamhetsperspektiv. Anpassning och omstéllning har under 2020
och 2021 praglat hela organisationen och manga av dess samarbetspartners Under pandemins inverkan
har nya och alternativa satt beh6vt utvecklas for att kunna na de verksamhetsmal som stallts upp for
2021. Vissa mal har inte kunnat nas, men utifran de forutsattningar som har géallt for arbetet under
2021 och aven 2020 och de omprioriteringar som gjorts kan anda en bedomning goras att de
verksamhetsmal som trots allt har uppnatts ar av god kvalitet och att de tillgangliga resurser som finns
i verksamheten har stallts om och nyttjats pa basta satt for att hantera en ytterst komplicerad och svar
situation.

Verksamhetsmal

Resurserna i verksamheten ska anvandas till réatt saker och utnyttjas pa ett effektivt satt. Darfor ska
aven for verksamheten anges mal och riktlinjer som ar av betydelse for god ekonomisk hushallning.
For Vastmanlandsmusiken finns dessa mal faststallda i verksamhetsplan, i form av fem fokusomraden.
Verksamhetsplanen utgar fran 6verenskommelse med huvudman for respektive ar.

Har foljer kortfattade aterkopplingar av respektive fokusomrades maluppfyllelse under 2021:

Konstnarlig utveckling — Kvalitet som berér

Vastmanlandsmusikens utbud for musik och dans har en hog konstnarlig kvalitet och en genremassig
bredd. For att sékerstélla den konstnarliga kvaliteten har vi egen konstnéarlig personal, anlitar
frilansmusiker, frilansande koreografer och dansare. Produktioner for barn och unga har en sjalvklar
plats i repertoaren liksom det nyskapande. Vi ger rum fér skapande och bidrar till det nya musik- och
danssverige.

Mal
Framfora bade traditionell och samtida repertoar.

Minst 20% av verksamheten ska besta av nyskapande program.

Maluppfyllelse
Pandemin har gjort att en del mal for omradet konstnarlig utveckling inte kunnat nas, men utifran de

forutsattningar som har gallt for arbetet under aret och de omprioriteringar som gjorts kan anda en
bedémning goras att de verksamhetsmal som trots allt har uppnatts ar av god kvalitet och att de
tillgangliga resurser som finns i verksamheten har stéllts om och nyttjats pa basta satt for att hantera en
ytterst komplicerad och svar situation. Det ar framfor allt distributionsformen som har utvecklats, med
ett stort antal konserter som genomfoérts som digitala produktioner, dar repertoar och utformning
anpassats till det digitala mediet. Den konstnérliga personalen har varit aktiv och drivande i att ta fram
nya idéer och konstformer for att na publik under den speciella tid som varit.

Fordelning traditionell/
samtida repertoar 70/30 Av Sinfoniettans abonnemangskonserter

Andel nyskapande program
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Konserthuset och andra spelplatser — Levande och tillgiangliga spelplatser

Véastmanlandsmusiken skapar levande och tillgangliga spelplatser runtom i lanet. Vara spelplatser ar
naturliga motesplatser for lanets invanare. Oavsett alder, etnicitet och socioekonomisk bakgrund
erbjuder vi nagot for alla.

Mal
Skapa levande och tillgangliga spelplatser for minst 80 000 bestkare

- varav barn och unga, minst 20 000
- varav Vasteras konserthus,
minst 45 000.

Utveckla digitala spelplatser samt den digitala kompetensen internt med sandningar av konserter och
forestallningar

- 6 evenemang i konserthuset
- 3evenemang i lanet

Maluppfyllelse

Spelplatserna har inte heller under 2021 kunnat utvecklas som planerat da de fysiska spelplatser som
vanligtvis ar tillgangliga har varit nedstangda under varen. Nya végar att na publiken har i stéllet
utvecklats vidare, vilket dkar tillganglighet, nya malgrupper men dven en paverkan, ofta en
begrénsning, av det konstnérliga uttrycket jamfort med det fysiska maétet mellan utférare och publik.

Under januari till augusti har 50 499 registrerade bestkare tagit del av Vastmanlandsmusikens
verksamhet. Av dessa dr 32 782 deltagare vid fysiskt genomforda konserter, resterande del &r digitala
besok via de kanaler vi anvander for digitala séndningar. Under perioden har ocksa manga besok
gjorts pa Vastmanlandsmusikens sociala medier, dar organisationen har narmare 9 000 féljare.

De ytterligare restriktioner som genomfordes under hosten bidrog till att den vanligtvis mycket
publikstarka decembermanaden inte kunde genomfaras som planerat, vilket bidrar till att malet for
besokare inte kunnat nas. | Gvrigt har skolornas relativt restriktiva hallning nar det géller besok av
musik och dans/cirkus-artister bidragit till att inte heller malet gallande antalet barn och unga som
natts av verksamheten har natts.

Antalet digitala evenemang:

Antal produktioner Vasteras Konserthus Lanet Summa

Antal produktioner 19 1 20

Antal streamade

konserttillfallen (vissa
konserter streamas ut
flera ganger) 21 4 25
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Publikstatistik

2021-12-31 | 2021- prognos 2020 2019 2018
helar

Publik, totalt 50 499 70 000 40 007 127 513 124 891
varav fysiskt/ digitalt besck 32782/17717
Evenemang, totalt 447 400 494 628 664
varav fysiskt/digitalt 415/32
Barn och unga (0-25 ar), totalt 18 036 18 000 10 486 33 809 39 646
varav fysiskt/digitalt 9218/8747
Evenemang barn och unga 182 130 158 195 258
totalt
varav fysiskt/digitalt 169/13

Publiksiffror redovisas aven i manadsrapporter till styrelsen.

Medarbetare — Kreativa och motiverade medarbetare

Ledarskap och medarbetarskap ses i relation till varandra, de olika rollerna forutsatter varandra.
Vara ledare leder, motiverar och forser medarbetarna med de befogenheter och ansvar som kréavs for
att vi effektivt ska na de gemensamma malen. Genom att bjuda in till delaktighet och genom att ta vara
pa medarbetarnas kunskap skapar vi en arbetsgrupp som bestar av kreativa och motiverade
medarbetare och som préaglas av ett gott samarbete, gemenskap, ansvarstagande och engagemang.
Mal

Mal kommer att formuleras utifran nyckeltal som tas fram tillsammans med Previa efter genomférd
medarbetarenkét nov-dec 2020.

Maluppfyllelse
2021 har inneburit att arbetet har fokuserat pa att genomféra den verksamhet som varit mojligt, dar

medarbetarskapet har inneburit omstéllningar, andra och alternativa arbetsuppgifter, ryckighet och
oftrutsagbarhet i stora delar av planeringen samt nya kommunikationsvégar. Tydliga och
utvarderingsbara mal har inte tagits fram, men ambitionen att ha liknande mal for omradet kommer att
ligga till grund for fokusomradet for 2022. Den nyligen genomférda medarbetarenkaten kommer att
finnas med i framtagandet av nya mal.

Medarbetarna har 6ver lag presterat pa ett mycket beromvart satt, dar de svara situationer som har ratt
under aret hanterats pa bast mojliga sétt.

Kommunikation — Lockande och slagkraftig

Ett strategiskt och operativt kommunikations- och marknadsarbete av hog kvalitet &r ngdvandigt for
att uppna de mal som satts upp for Vastmanlandsmusikens verksamhet. For att na framgang ska
kommunikationen vara lockande och slagkraftig.

mal

Starka och utveckla varumarkena Vastmanlandsmusiken, Vasteras Sinfonietta, Vasteras Konserthus.
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Maluppfyllelse

En inledning av aret med en helt nedstangd publik verksamhet gav speciella forutsattningar for arbetet
inom kommunikations- och marknadsomradet. Ett lage dar manga konserter och forestallningar behovt
flyttas, stallas in eller programéndras har kravt omfattande kommunikativa insatser gentemot
biljettkdpare och publik. Det har ocksa varit avgorande att fortsatta det relationsskapande arbetet
gentemot olika publikgrupper.

Fokus under aret har bland annat legat pa digital produktion, sociala medier, ny hemsida och
programtidningsproduktion. Dessa omraden beskrivs utforligare under avsnitt Marknad och
kommunikation i verksamhetsberéattelsen.

| tabellen redovisas antal Youtubevisningar totalt

Vastmanlandsmusiken 2101001 - 211231

Youtube Totalt
Prenumeranter 118
Antal visningar 14935
Vésteras konserthus Facebook-foljare 6435
Vésteras konserthus facebook rackvidd 508321
Vésteras konserthus Instagram-foljare 350
Vésteras konserthus Instagram rackvidd 14524
Vésteras Sinfonietta FB-foljare 1977
Vésteras Sinfonietta FB rackvidd 17785
Vasteras Sinfonietta Instagram féljare 916
Vasteras Sinfonietta

Instagram rackvidd 1943

Ekonomi och stodprocesser — Mer musik och dans for pengarna

Ekonomin &r ett skyddsnéat och en forutsattning for langsiktigt arbete. En saker ekonomi ar grunden
for konstnéarlig frinet, men ocksa for verksamhetens och medarbetarnas utveckling.
Ekonomistyrningen sékrar verksamheten och vardar det egna kapitalet. Tillsammans ger vi
medborgarna mer musik och dans for pengarna.

Mal

Avrets utfall balanserar intékter och kostnader, med ett positivt resultat om 777 tkr.
Sjalvfinansieringsgraden uppgar till 12 %, vilket med tanke pa forutsattningarna kan vara en for
verksamheten godtagbar niva, d&ven om malsattningen var hogre. Ekonomistyrningen har fungerat val
med anpassningar av de ekonomiska forutsattningarna, bade i budget och genomférande.

Kommentar: Malet for 2021 &r sankt med 5 % beroende pa lagre intakter till foljd av
coronapandemins paverkan
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Balanskravsutredning

Statens balanskrav pa kommuner galler dven for kommunalforbund. Vastmanlandsmusiken
redovisar ett resultat om 777 tkr for 2021, i forhallande till det finansiella malet som var en
budget i balans.

Arets resultat enligt resultatrakningen 776 567 kronor
Reducering/6kning av reavinster och 6vriga jamforelsestérande poster 0 kronor
Arets balanskravsresultat 776 567 kronor
Balanskravsunderskott fran tidigare ar att reglera 0 kronor
Arets resultat efter finansiella poster och reglering av underskott 776 567 kronor

FORSLAG TILL RESULTATHANTERING
Avrets resultat efter finansiella poster (2021) 776 567 kronor

Forslag till disponering av arets resultat
Till eget kapital 341 520 kronor

Avsattning till resultatutjgmningsreserv 435 047 kronor

Investeringsredovisning

Budgeterat utrymme for arets avskrivningar tacker kostnaderna for 2021 ars investeringar, bortsett fran
den digitala utrustningen som kommenteras nedan. Planerat investeringsutrymme i Investeringsplan for
2021 var 670 tkr. Investeringar har gjorts omfattande 938 tkr, vilket inkluderar en investering i digital
utrustning med ett belopp pa 669 tkr. De sedan tidigare beslutade investeringarna ligger inom det
planerade investeringsutrymmet som hanteras som investeringar med atféljande avskrivningsplan. De
bidragsfinansierade investeringarna i digital utrustning har kostnadsforts vid anskaffandet och genererar
ingen vidare avskrivning.

Den investering i form av digital utrustning har majliggjorts da extra statshidrag har tilldelats
Vastmanlandsmusiken inom ramen for kultursamverkansmodellen. Till skillnad fran féregaende ar har
verksamheten under 2021 kunnat besluta hur extramedlen ska disponeras. De investeringar som gjorts
har beddmts vara nddvandiga for att komplettera den digitala utrustningen som tidigare skaffats.
Investeringen pagar och kommer att slutforas under varen 2022, medel fran regionen har bokats upp for
att finansiera investeringen. Denna investering paverkar alltsa inte den tidigare investeringsplanens
ekonomiska utrymme, men redovisas i nedanstaende tabell. Delar av digital investering som gjorts under
2020 redovisas under 2021, da dven de bidrag som finansierat investeringen har bokforts som intakt.
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Specifikation investeringar 2021

Anlaggning Anskaffnings- | Planerat Utfall, anskaff- | Avskrivnings- | Investeringsomrade
manad anskaff- ningsvarde period
ningsvarde
Klarinetter November 150 000 kr 100 000 kr 120 manader | Instrument
Altflojt April 125 000 kr 124 800 kr 120 manader | Instrument
Naturtrumpeter Maj 50 000 kr 44 473 kr 120 manader | Instrument
Digital Januari - 940 000 kr 668 742 kr 0 manader | Teknik,
utrustning december bidragsfinansierat,
resterande del flyttas
till 2022
SUMMA 1844 211 kr 938 015 kr
Vasentliga personalférhallanden
2017 2018 2019 2020 2021
Medarbetarkostnader, mnkr 23059 25990 29461 26688 30 140
- Darav Inekostnader, 15777 17846 20125 19161 20 676
mnKr =
Tillsvidareanstéllda kvinnor 20 20 22 25 24
Tillsvidareanstallda mén 21 24 21 21 22
Vikariat/provanstélining kvinnor* 5
Vikariat/provanstélining méan* 4
Visstidsanstéllda kvinnor 10 10 14 14 20
Visstidsanstallda man 8 5 5 3 1
Arsarbetare 45 54 58 58 62
Sjukfranvaro i procent av arbetstiden 253 2,01 197 3.27 3,36
totalt
- varav man 1,65 2,19 0,66 4,27 0,94
- varav kvinnor 3,39 1,8 3,27 2,42 5,42
- varav<29ar 0 0,97 1,21 2,67 0,91
- varav 30-49 ar 0,87 0,65 1,62 2,06 2,39
- varav > 50 ar
3,96 3,18 2,4 4,02 4,14
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Langtidsfranvaro, andel av total

A 39,11 25,69 0 54,44 59,63
sjukfranvaro

Léangtidsfranvaro > 60 dagar, % av total

langtidsfranvaro® 0 | 100

Ny uppgift fran och med 2021

Det systematiska arbetsmiljoarbetet genomfors med stéd av regelbundna enkéter som ligger till grund
for det langsiktiga arbetet med arbetsmiljon, och atgarder for att utveckla den. Enkéaterna har genomforts
med tva ars intervall. Under 2021 genomfordes en ytterligare enkat, med speciellt fokus pa att folja upp
hur distansarbetet och coronapandemin har paverkat arbetsmiljon.

Kompetensutveckling planeras utifran arbetsuppgifter pa individniva. En storre satsning pa
kompetensutveckling inom det digitala omradet har genomforts. | samband med att nuvarande direktor
slutar och gar i pension kommer organisationen att ses 6ver och behovet av kompetensutveckling
anpassas till kommande behov och roller.

Rekrytering sker till den konstnérliga verksamheten och Vasteras Sinfonietta genom det foérfarande som
tillampas i branschen, genom provspelningar, provtjanstgéring och kollektiva bedémningar av den
kompetens som visas. | vrigt rekryteras medarbetare vid behov och det har gatt bra att under de senaste
aren anstalla medarbetare med ratt och bra kompetens till de tjanster som har varit aktuella. Rekrytering
av ny direktor har genomfoérts under 2020 och ny direktor tilltréder 1 mars 2022.

Foérvantad utveckling

Osékerhetsfaktorn kring utvecklingen av pandemin gor att forutsattningarna for 2022 kan komma att
paverkas. Budget 2022 har gjorts for att genomféra verksamheten utan alltfor stor paverkan av
pandemin. Inledningen visar pa ett annat lage, men det finns fortfarande goda forhoppningar om att
kunna genomfora ett bra verksamhetsar, pa ett for ekonomin och den publika verksamheten gynnsamt
séitt. Om effekter av vaccinering och restriktioner ger avsedd effekt finns det goda forutsattningar att
uppna en normal omfattning av verksamhet och ekonomi 2022, sa snart den nu pagaende
smittspridningen avtar.

Det finns faktorer som ligger utanfor Véastmanlandsmusikens direkta paverkan. Det gar inte att forutse
hur publiken kommer att vilja aterkomma till konserthuset och alla arrangemang som erbjuds. Det finns
ocksa en osakerhet kring hur den professionella musikscenen kommer att utvecklas, hur manga artister
som kommer att kunna turnéra och genomfora konserter déar de kontrakteras, samarbeten skapas eller
att externa arrangdrer hyr konserthuset for att spela. En férhoppning och férvéantan ar dock att denna del
av verksamhetens ska kunna aterupptas i samma omfattning som innan pandemin.

I budget 2022 finns det med antaganden kring den offentliga finansieringen av Vastmanlandsmusiken.
Den verksamhet som har byggts upp forutsatter en stor andel offentliga medel for att kunna ta ansvar
for den egna personalen och de fastigheter som ingar. Ett aktivt samarbete med Vastmanlandsmusikens
huvudman sékerstaller den Iangsiktiga finansieringen och att en langsiktig utveckling av verksamheten
kan bedrivas, i enlighet med de styrdokument som finns fran stad, region och stat.
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Resultatrakning

Verksamhetens intékter
Produktionsintékter
Offentliga bidrag
Summa intékter

Verksamhetens kostnader
Produktionskostnader
Ovriga externa kostnader
Personalkostnader
Avskrivningar av materiella

anlaggningstillgangar
Summa kostnader
Verksamhetens resultat
Resultat fran finansiella poster
Finansiella intakter
Finansiella kostnader
Summa resultat fran finansiella poster

Resultat efter finansiella poster

Arets resultat
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Not 2021
1

2 6 841
3 52 977
59 818
4 -10 413
5,6,7 -17 842
8 -30 140
9 -1 053
59 448
370
12 412
-5

407

77

77
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2020

6 452
51781
58 233

-10 366

-17 381

-26 688

-1 007

-55 442

2791

143

-55

88

2879

2879
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VASTMANLANDS
MUSIKEN

Balansrakning
Not

Tillgangar

Anlaggningstillgangar

Materiella anlaggningstillgangar

Inventarier, verktyg och installationer 9
Summa materiella anlaggningstillgangar

Summa anlaggningstillgangar

Omséttningstillgangar

Kortfristiga fordringar
Kundfordringar

Ovriga kortfristiga fordringar
Forutbetalda kostnader och upplupna intakter 10
Summa kortfristiga fordringar

Kortfristiga placeringar
Summa kortfristiga
placeringar

Kassa och bank

Kassa och bank

Summa kassa och bank

Summa omsattningstillgangar

Summa tillgangar

Transaktion 09222115557466031752

2021-12-31

6 832
6 832

6 832

2213

1529
4 451
8193

6214
6 214

20 400
20 400

34 807

41639

2020-12-31

7622
7622

7622

11 840

1624
4250
17714

5802
5802

5903
5903

29 419

37 041
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VASTMANLANDS
MUSIKEN

Balansrakning

Eget kapital och skulder
Fritt eget kapital
Balanserade vinstmedel
Resultatutjamningsreserv
Avrets resultat

Summa fritt eget kapital
Summa eget kapital
Skulder

Kortfristiga skulder
Leverantdrsskulder
Ovriga kortfristiga skulder

Upplupna kostnader och forutbetalda intakter

Summa Kkortfristiga skulder

Summa eget kapital och skulder

Stallda sakerheter

Ansvarsforbindelser

Transaktion 09222115557466031752

Not

2021-12-31

3 396
4 575

77
8748

8 748

7282
7616
17 993

32 891

41639

Inga
Inga

2020-12-31

3058
2034
2879
7971

7971

6 535
5116
17 419

29 070

37041

Inga
Inga
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VASTMANLANDS
MUSIKEN

Kassaflodesanalys
Not
Den l6pande verksamheten
Avrets resultat
Avskrivningar
Resultat vid avyttring av inventarier

Okning (-)/Minskning (+) av kortfristiga
tillgangar

Okning (+)/Minskning (-) av kortfristiga
skulder

Kassaflode fran den lopande
verksamheten

Investeringsverksamheten

Investeringar i materiella 9
anlaggningstillgangar

Forsaljning av materiella
anlaggningstillgangar

Kassaflode fran
investeringsverksamheten

Arets kassaflode

Likvida medel och kortfristiga placeringar
vid arets borjan

Likvida medel och kortfristiga placeringar
vid arets slut

Transaktion 09222115557466031752

2021

77
1053

9521

3821

15172

- 263

- -263

14 909

11705

26 614

2020

2879
1007
-240
-6 214

1840

-728

-2863

240

- 2623

3351

14 483

11 705
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VASTMANLANDS
MUSIKEN

Tillaggsupplysningar (noter)

Not 1 Redovisnings- och varderingsprinciper

Redovisnings- och varderingsprinciper

Kommunalforbundet VVastmanlandsmusikens arsbokslut har upprattats i enlighet med lag (2018:597)
om kommunal bokféring och redovisning (LKBR) och rekommendationer utgivna av Radet for
kommunal redovisning (RKR), Kommunallagen (2017:725) samt god redovisningssed.

Fran och med rakenskapsar 2019 tillampas LKBR vilket innebar att féljande andring har gjorts i
forhallande till tidigare redovisningsprinciper:

Redovisning av verkligt vérde av vissa finansiella instrument. Enligt LKBR ska vissa finansiella
instrument varderas till verkligt varde vilket redovisas som en finansiell intékt i resultatrakningen.

Huvudprinciper for véardering av tillgangar, skulder och eget kapital ar foljande.
Fordringar

Fordringar redovisas till det belopp som efter individuell beddmning berdknas bli betalt.
Materiella anlaggningstillgangar

Materiella anlaggningstillgangar redovisas till anskaffningsvérde, med avdrag for erhallna statliga
bidrag, minskat med avskrivningar enligt plan. Linjar avskrivningsmetod anvands fér samtliga typer
av materiella tillgangar.

Féljande avskrivningstider tillampas:

Inventarier, verktyg och installationer 5-10 ar
Instrument 5-20 ar
Datorer 3ar
Likvida medel

Likvida medel ar redovisade till nominellt varde. Kortfristiga placeringar redovisas till verkligt varde.
Skulder

Skulder &r redovisade till de faktiska vardena av kanda skulder.

Periodisering

Periodisering av inkomster och utgifter har skett enligt god redovisningssed.

28
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Not 2 Produktionsintakter

Biljett- och abonnemangsintakter
Salda forestallningar
Ovriga produktionsintakter

Summa

Not 3 Offentliga bidrag

Periodisering intékt
Huvudmannabidrag, Vasteras stad
Huvudmannabidrag, Region Véastmanland
Statliga bidrag

Ovriga kommunbidrag

Ovriga regionbidrag

Ovriga bidrag

Periodisering extra statsbidrag

Summa

Not 4 Produktionskostnader

Fakturerade arvoden musiker, dirigenter, solister,
administrativ och teknisk personal

Resor produktioner
Ovriga produktionskostnader
Summa

Not 5 Lokalkostnader

Lokalhyra Vésteras Konserthus
Ovriga lokalkostnader

Summa lokalkostnader

Transaktion 09222115557466031752

2021-12-31
4174

786

1881
6841

2021-12-31
139

30 847
3427

17 764

500

110

900

-710
52977

2021-12-31
8 057

981

-~
a1

[N
o
S W
—
w

2021-12-31
8 749
3368

12117

2020-12-31
3017

802

2 633
6452

2020-12-31
0

30429
3388

18 240

559

2020-12-31
7133

566

w o
o
~

—
o N
(o))
(o))

2020-12-31
10 323
2586

12 909
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Not 6 Arvode och kostnadsersattningar till revisorer

2021-12-31
Revisionsuppdrag 87
Summa 87
Not 7 Ovriga externa kostnader

2021-12-31
Annonsering, reklamtrycksaker, évrig reklam 790
Tele, porto, datakommunikation 428
Diverse 6vriga kostnader 4420
Summa 5638
Not 8 Anstéllda, personalkostnader och arvoden styrelse

2021-12-31
Medelantalet anstallda
Kvinnor 40
Man 22
Totalt 62
Styrelse (antal)
Kvinnor 4
Mén 3
Totalt 7
Ledning (antal)
Kvinnor 0
Mén 3
Totalt 3
Loner, ersattningar och sociala avgifter
Styrelsen 233
Ovriga anstallda*) 20 444
Kostnadsersattningar och formaner 154
Sociala avgifter enligt lag och avtal 6 533
Pensionskostnader (varav for styrelse 0 kr) 1639
Ovriga personalkostnader 1137
Summa 30140

2020-12-31
76
6

2020-12-31
594

401

3401
4396

2020-12-31

~ w s 8RR 8

o w o

263
19 219

5 386
1431

389
6 68

N
(ee]

*) Kostnaderna enligt ovan omfattar I6ner och erséttningar for tillsvidareanstéllda, visstidsanstéllda inklusive extramusiker

och vikarierande musiker, foajépersonal med flera samt gage till utlandska artister och frilansartister.
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Sjukfranvaro

Total sjukfranvaro

varav langtidssjukfranvaro (anges i % av total sjukfranvaro)

Sjukfranvaro —
Sjukfranvaro —
Sjukfranvaro —
Sjukfranvaro —
Sjukfranvaro —

Not 9

kvinnor

man

29 ar och yngre
30-49 ar

50 ar och aldre

Inventarier, verktyg och installationer (ej klart)

Ingaende anskaffningsvarden

Arets forandringar

Inkop

Utgaende ackumulerade anskaffningsvarden

Ingaende ack avskrivningar

Arets forandring

Avskrivningar

Avgar erhallna statliga bidrag

Utgaende ackumulerade avskrivningar

Utgaende restvérde enligt plan

Not 10

Forutbetalda kostnader och upplupna intakter

Férutbetalda hyror

Ovriga forutbetalda kostnader

Summa

Transaktion 09222115557466031752

2021-12-31

3,36 %
56,9 %
5,42 %
0,94 %
0,91 %
2,39 %
4,14%

2021-12-31
16 598

938
17 536

-8976

-1722
-669
-10 705

2021-12-31
2732
1719
4451

2020-12-31

3,3%
54,4 %
2,4%
4,3 %
2,7%
2,1%
4%

2020-12-31
13735

2 863
16 598

-7 396

-1 007
-573
-8 976

2020-12-31
2722
1528
4250
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Not 11 Upplupna kostnader och forutbetalda intakter

Upplupna léner

Upplupna semesterloner

Upplupna pensionskostnader

Upplupna sociala avgifter

Upplupna kostnader/dvriga interimsskulder
Forutbetalt bidrag huvudmaén

Forutbetalt statsbidrag

Forutbetalda biljett- och abonnemangsintékter
Forutbetalda intakter

Summa

Not 12 Finansiella intakter

Finansiella intékter, avyttring
Finansiella intakter, vardereglering
Summa

Transaktion 09222115557466031752

2021-12-31
152
585
70
576
1986
11720
0
2169
735
799

=
©
w

2021-12-31

2020-12-31
55

494

70

475

1473

11 969

273

1876

735
741

—
~
©

2020-12-31
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Kommunalforbundet Vastmanlandsmusiken
Revisorerna

Kommunfullméaktige i Vasteras Stad
Regionfullméaktige i Region Vastmanland

Revisionsberittelse for ar 2021

Vi har utsetts av férbundsmedlemmarna att granska den verksamhet som bedrivits av
forbundsstyrelsen under ar 2021.

Granskningen har utférts enligt kommunallagen, god revisionssed i kommunal verksamhet
och férbundsordningen.

Vi beddémer att forbundsstyrelsen huvudsakligen har bedrivit verksamheten pa ett
andamalsenligt tillfredsstéllande satt. Rakenskaperna bedéms i allt vasentligt vara
rattvisande.

Vi beddmer att det i forbundets budget och verksamhetsplan 2021 angetts mal och riktlinjer
som &ar kopplade till begreppet "god ekonomisk hushallning”. Man har beslutat om ett
finansiellt mal, om ett resultat i balans, samt fem verksamhetsmal. Av bedémningen om man
uppfyllt god ekonomisk hushallning framgar att det finansiella malet och balanskravs-
resultatet ar uppfyllt. Redogérelsen och utvarderingen av verksamhetsmalen &r tydlig i
férvaltningsberattelsen. Bedémningen &r att man i stor utstrackning inte lyckats uppfylla
verksamhetsmalen vilket till stor del ar beroende pa restriktionerna i den pagaende
pandemin.

Sammantaget anser vi att utfallet avseende god ekonomisk hushallning endast delvis &r
uppnatt for ar 2021.

Vi tillstyrker att forbundsstyrelsen och de enskilda fértroendevalda beviljas
ansvarsfrihet for verksamhetsaret.

Vi tillstyrker att forbundets arsredovisning fér 2021 godkénns.

Vasteras den 23 februari 2022

el B Sravudlin<d

{ )Jérge Eklund Hans Strandlund
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      85.224.207.14

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

      

    

    		

      

        The initiator Jan-Erik Sahlberg (JS) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-03-31 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (marita.oberg-molin@coompanion.se) to Marita Öberg Molin (MÖM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lena.x.johansson@regionvastmanland.se) to Lena Johansson (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mohammed.rashid@telia.com) to Mohammed Rashid (MR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (monica.stolpe.nordin@vasteras.se) to Monica Stolpe Nordin (MSN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Claes.Kugelberg@vasteras.se) to Claes Kugelberg (CK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (stephanie.bruksgard@regionvastmanland.se) to Stephanie Bruksgård (SB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (karl.henrik.ostman@vasteras.se) to Henrik Östman (HÖ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (michael.kack@vastmanlandsmusiken.se) to Michael Käck (MK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jorgen.eklund@vasteras.se) to Jörgen Eklund (JE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:54.538564 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hans.strandlund@regionvastmanland.se) to Hans Strandlund (HS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej. Dokumentet som ska signeras är årsredovisningen som fastställdes av styrelsen den  8 februari och som har granskats av revisorerna den 23 februari.

      


    

  



  

  

    		2022-03-29 04:21:58.348586 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Marita Öberg Molin (MÖM) was delivered.

      


    

  



  

  

    		2022-03-29 04:21:58.375859 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mohammed Rashid (MR) was delivered.

      


    

  



  

  

    		2022-03-29 04:22:04.400152 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stephanie Bruksgård (SB) was delivered.

      


    

  



  

  

    		2022-03-29 04:22:04.439311 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Henrik Östman (HÖ) was delivered.

      


    

  



  

  

    		2022-03-29 04:22:04.464073 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Michael Käck (MK) was delivered.

      


    

  



  

  

    		2022-03-29 04:22:04.489357 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jörgen Eklund (JE) was delivered.

      


    

  



  

  

    		2022-03-29 04:22:04.513321 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Hans Strandlund (HS) was delivered.

      


    

  



  

  

    		2022-03-29 04:22:10.453483 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lena Johansson (LJ) was delivered.

      


    

  



  

  

    		2022-03-29 04:22:10.477674 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Monica Stolpe Nordin (MSN) was delivered.

      


    

  



  

  

    		2022-03-29 04:22:10.505104 UTC ±9 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claes Kugelberg (CK) was delivered.

      


    

  



  

  

    		2022-03-29 04:26:47.158091 UTC ±10 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to michael.kack@vastmanlandsmusiken.se was opened.

      


    

  



  

  

    		2022-03-29 04:32:30.665274 UTC ±11 ms

    		2022-03-29 03:38:27.389462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to monica.stolpe.nordin@vasteras.se was opened.

      


    

  



  

  

    		2022-03-29 04:53:09.626849 UTC ±4 ms

    		2022-03-29 04:38:29.750422 UTC

    		

      193.234.67.83

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Stephanie Bruksgård (SB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-29 04:53:12.399341 UTC ±4 ms

    		2022-03-29 04:38:29.750422 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to stephanie.bruksgard@regionvastmanland.se was opened.

      


    

  



  

  

    		2022-03-29 04:53:31.658451 UTC ±4 ms

    		2022-03-29 04:38:29.750422 UTC

    		

      193.234.67.83

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Stephanie Bruksgård (SB) signed the document.

      


    

  



  

  

    		2022-03-29 05:03:37.770378 UTC ±5 ms

    		2022-03-29 04:38:29.750422 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jorgen.eklund@vasteras.se was opened.

      


    

  



  

  

    		2022-03-29 05:04:46.256541 UTC ±5 ms

    		2022-03-29 04:38:29.750422 UTC

    		

      90.227.40.100

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Michael Käck (MK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-29 05:07:20.853284 UTC ±6 ms

    		2022-03-29 04:38:29.750422 UTC

    		

      90.227.40.100

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Michael Käck (MK) signed the document.

      


    

  



  

  

    		2022-03-29 06:55:43.69405 UTC ±6 ms

    		2022-03-29 06:38:34.290721 UTC

    		

      37.120.209.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36 Edg/99.0.1150.55

      

    

    		

      

        The party Mohammed Rashid (MR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-29 06:55:48.544741 UTC ±6 ms

    		2022-03-29 06:38:34.290721 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mohammed.rashid@telia.com was opened.

      


    

  



  

  

    		2022-03-29 06:56:05.952023 UTC ±6 ms

    		2022-03-29 06:38:34.290721 UTC

    		

      37.120.209.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36 Edg/99.0.1150.55

      

    

    		

      

        The signatory Mohammed Rashid (MR) signed the document.

      


    

  



  

  

    		2022-03-29 07:00:52.330723 UTC ±7 ms

    		2022-03-29 06:38:34.290721 UTC

    		

      188.148.48.246

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36 Edg/99.0.1150.55

      

    

    		

      

        The party Jörgen Eklund (JE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-29 07:01:18.684378 UTC ±7 ms

    		2022-03-29 06:38:34.290721 UTC

    		

      188.148.48.246

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36 Edg/99.0.1150.55

      

    

    		

      

        The signatory Jörgen Eklund (JE) signed the document.

      


    

  



  

  

    		2022-03-29 07:18:56.48109 UTC ±13 ms

    		2022-03-29 06:38:34.290721 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mohammed.rashid@telia.com was opened.

      


    

  



  

  

    		2022-03-29 07:22:30.158346 UTC ±14 ms

    		2022-03-29 06:38:34.290721 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to Claes.Kugelberg@vasteras.se was opened.

      


    

  



  

  

    		2022-03-29 09:08:21.478129 UTC ±10 ms

    		2022-03-29 08:38:38.889036 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mohammed.rashid@telia.com was opened.

      


    

  



  

  

    		2022-03-29 10:04:11.825069 UTC ±9 ms

    		2022-03-29 09:38:40.753649 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hans.strandlund@regionvastmanland.se was opened.

      


    

  



  

  

    		2022-03-29 10:04:17.40519 UTC ±9 ms

    		2022-03-29 09:38:40.753649 UTC

    		

      217.208.40.64

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15

      

    

    		

      

        The party Hans Strandlund (HS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-29 10:05:01.992402 UTC ±9 ms

    		2022-03-29 09:38:40.753649 UTC

    		

      217.208.40.64

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15

      

    

    		

      

        The signatory Hans Strandlund (HS) signed the document.

      


    

  



  

  

    		2022-03-29 11:31:20.058702 UTC ±12 ms

    		2022-03-29 10:38:42.578386 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to marita.oberg-molin@coompanion.se was opened.

      


    

  



  

  

    		2022-03-29 11:31:24.466459 UTC ±12 ms

    		2022-03-29 10:38:42.578386 UTC

    		

      81.237.102.109

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

      

    

    		

      

        The party Marita Öberg Molin (MÖM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-29 11:31:43.108469 UTC ±12 ms

    		2022-03-29 10:38:42.578386 UTC

    		

      81.237.102.109

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36

      

    

    		

      

        The signatory Marita Öberg Molin (MÖM) signed the document.

      


    

  



  

  

    		2022-03-29 12:49:22.388443 UTC ±5 ms

    		2022-03-29 12:38:47.057045 UTC

    		

      217.211.166.39

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15

      

    

    		

      

        The party Claes Kugelberg (CK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-29 12:50:01.537988 UTC ±6 ms

    		2022-03-29 12:38:47.057045 UTC

    		

      217.211.166.39

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15

      

    

    		

      

        The signatory Claes Kugelberg (CK) signed the document.

      


    

  



  

  

    		2022-03-29 17:08:25.312568 UTC ±5 ms

    		2022-03-29 16:38:55.406612 UTC

    		

      79.136.37.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.84 Safari/537.36

      

    

    		

      

        The party Henrik Östman (HÖ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-29 17:09:05.958791 UTC ±5 ms

    		2022-03-29 16:38:55.406612 UTC

    		

      79.136.37.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.84 Safari/537.36

      

    

    		

      

        The signatory Henrik Östman (HÖ) signed the document.

      


    

  



  

  

    		2022-03-29 17:29:16.453573 UTC ±9 ms

    		2022-03-29 16:38:55.406612 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to karl.henrik.ostman@vasteras.se was opened.

      


    

  



  

  

    		2022-03-30 06:22:53.716981 UTC ±13 ms

    		2022-03-30 05:39:26.133749 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hans.strandlund@regionvastmanland.se was opened.

      


    

  



  

  

    		2022-03-30 06:34:26.462127 UTC ±16 ms

    		2022-03-30 05:39:26.133749 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hans.strandlund@regionvastmanland.se was opened.

      


    

  



  

  

    		2022-03-30 07:04:58.470483 UTC ±12 ms

    		2022-03-30 06:39:28.003069 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hans.strandlund@regionvastmanland.se was opened.

      


    

  



  

  

    		2022-03-30 08:16:26.448307 UTC ±8 ms

    		2022-03-30 07:39:29.831402 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Lena Johansson (LJ) at the request of the Scrive system.

      


    

  



  

  

    		2022-03-30 08:16:26.448307 UTC ±8 ms

    		2022-03-30 07:39:29.831402 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Monica Stolpe Nordin (MSN) at the request of the Scrive system.

      


    

  



  

  

    		2022-03-30 08:16:42.41292 UTC ±8 ms

    		2022-03-30 07:39:29.831402 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lena Johansson (LJ) was delivered.

      


    

  



  

  

    		2022-03-30 08:16:42.595834 UTC ±8 ms

    		2022-03-30 07:39:29.831402 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Monica Stolpe Nordin (MSN) was delivered.

      


    

  



  

  

    		2022-03-30 09:23:06.089617 UTC ±12 ms

    		2022-03-30 08:39:31.705726 UTC

    		

      94.234.102.133

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Monica Stolpe Nordin (MSN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-30 09:23:12.604463 UTC ±12 ms

    		2022-03-30 08:39:31.705726 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to monica.stolpe.nordin@vasteras.se was opened.

      


    

  



  

  

    		2022-03-30 09:23:20.937195 UTC ±12 ms

    		2022-03-30 08:39:31.705726 UTC

    		

      94.234.102.133

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Monica Stolpe Nordin (MSN) signed the document.

      


    

  



  

  

    		2022-03-30 13:41:09.566845 UTC ±1 ms

    		2022-03-30 13:39:42.346469 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lena.x.johansson@regionvastmanland.se was opened.

      


    

  



  

  

    		2022-03-30 13:41:13.198552 UTC ±1 ms

    		2022-03-30 13:39:42.346469 UTC

    		

      90.129.212.203

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_0_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lena Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-03-30 13:41:42.897409 UTC ±1 ms

    		2022-03-30 13:39:42.346469 UTC

    		

      90.129.212.203

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_0_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lena Johansson (LJ) signed the document.

      


    

  



  

  

    		2022-03-30 13:41:42.897409 UTC ±1 ms

    		2022-03-30 13:39:42.346469 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.35 ms

		standard deviation: 0.96 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈98.553%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-02-16 22:06:10.477444 UTC and 2022-03-30 13:39:42.346469 UTC:







  		Time collected

  		Clock offset







  

    		2022-02-16 22:06:10.477444

    		-0.5 ms

  





  

    		2022-02-16 23:06:11.944408

    		-2.0 ms

  





  

    		2022-02-17 00:06:13.67109

    		-2.2 ms

  





  

    		2022-02-17 01:06:15.243784

    		-1.0 ms

  





  

    		2022-02-17 02:06:17.708003

    		0.8 ms

  





  

    		2022-02-17 03:06:19.988503

    		0.4 ms

  





  

    		2022-02-17 04:06:21.884165

    		-0.2 ms

  





  

    		2022-02-17 05:06:23.983222

    		-0.7 ms

  





  

    		2022-02-17 06:06:25.802617

    		0.1 ms

  





  

    		2022-02-17 07:06:28.535979

    		-1.2 ms

  





  

    		2022-02-17 08:06:30.294957

    		0.3 ms

  





  

    		2022-02-17 09:06:31.724094

    		-1.5 ms

  





  

    		2022-02-17 10:06:34.070364

    		-0.5 ms

  





  

    		2022-02-17 11:06:37.01964

    		-0.4 ms

  





  

    		2022-02-17 12:06:38.876905

    		-0.2 ms

  





  

    		2022-02-17 13:06:42.061361

    		-0.1 ms

  





  

    		2022-02-17 14:06:44.011447

    		-0.2 ms

  





  

    		2022-02-17 15:06:45.643862

    		0.5 ms

  





  

    		2022-02-17 16:06:47.514961

    		-0.8 ms

  





  

    		2022-02-17 17:06:49.049811

    		0.0 ms

  





  

    		2022-02-17 18:06:51.117666

    		-0.5 ms

  





  

    		2022-02-17 19:06:52.818249

    		-0.5 ms

  





  

    		2022-02-17 20:06:54.854301

    		0.1 ms

  





  

    		2022-02-17 21:06:56.401033

    		-1.4 ms

  





  

    		2022-02-17 22:06:57.866657

    		-0.6 ms

  





  

    		2022-02-17 23:06:59.371268

    		2.0 ms

  





  

    		2022-02-18 00:07:00.910468

    		1.9 ms

  





  

    		2022-02-18 01:07:03.312614

    		-4.1 ms

  





  

    		2022-02-18 02:07:05.280205

    		-4.7 ms

  





  

    		2022-02-18 03:07:07.362813

    		-2.2 ms

  





  

    		2022-02-18 04:07:09.309211

    		-2.2 ms

  





  

    		2022-02-18 05:07:11.519133

    		0.6 ms

  





  

    		2022-02-18 06:07:13.057022

    		2.2 ms

  





  

    		2022-02-18 07:07:15.353204

    		0.0 ms

  





  

    		2022-02-18 08:07:17.042047

    		-0.7 ms

  





  

    		2022-02-18 09:07:19.033266

    		0.4 ms

  





  

    		2022-02-18 10:07:21.278246

    		0.4 ms

  





  

    		2022-02-18 11:07:22.873318

    		-0.3 ms

  





  

    		2022-02-18 12:07:24.912681

    		-1.2 ms

  





  

    		2022-02-18 13:07:26.844809

    		-1.4 ms

  





  

    		2022-02-18 14:07:28.800666

    		-1.4 ms

  





  

    		2022-02-18 15:07:31.64526

    		-0.7 ms

  





  

    		2022-02-18 16:07:33.44597

    		-0.5 ms

  





  

    		2022-02-18 17:07:35.708837

    		-0.9 ms

  





  

    		2022-02-18 18:07:37.104256

    		-3.4 ms

  





  

    		2022-02-18 19:07:38.813398

    		-0.7 ms

  





  

    		2022-02-18 20:07:40.857669

    		-0.4 ms

  





  

    		2022-02-18 21:07:43.174111

    		-0.4 ms

  





  

    		2022-02-18 22:07:44.772807

    		1.0 ms

  





  

    		2022-02-18 23:07:46.82264

    		-0.1 ms

  





  

    		2022-02-19 00:07:48.75516

    		0.6 ms

  





  

    		2022-02-19 01:07:50.40823

    		-0.2 ms

  





  

    		2022-02-19 02:07:52.082424

    		-0.1 ms

  





  

    		2022-02-19 03:07:53.998705

    		-0.5 ms

  





  

    		2022-02-19 04:07:55.731193

    		0.4 ms

  





  

    		2022-02-19 05:07:57.878151

    		-0.3 ms

  





  

    		2022-02-19 06:07:59.626128

    		-0.5 ms

  





  

    		2022-02-19 07:08:01.216603

    		-0.4 ms

  





  

    		2022-02-19 08:08:03.471539

    		0.0 ms

  





  

    		2022-02-19 09:08:05.39999

    		-0.1 ms

  





  

    		2022-02-19 10:08:07.034584

    		0.4 ms

  





  

    		2022-02-19 11:08:09.504134

    		1.0 ms

  





  

    		2022-02-19 12:08:10.991451

    		0.6 ms

  





  

    		2022-02-19 13:08:13.582884

    		1.3 ms

  





  

    		2022-02-19 14:08:15.320669

    		-1.1 ms

  





  

    		2022-02-19 15:08:17.668355

    		-1.1 ms

  





  

    		2022-02-19 16:08:19.357013

    		0.0 ms

  





  

    		2022-02-19 17:08:20.904377

    		-0.3 ms

  





  

    		2022-02-19 18:08:22.439643

    		0.3 ms

  





  

    		2022-02-19 19:08:24.691332

    		0.0 ms

  





  

    		2022-02-19 20:08:26.561343

    		1.4 ms

  





  

    		2022-02-19 21:08:28.081616

    		-1.1 ms

  





  

    		2022-02-19 22:08:30.602877

    		0.3 ms

  





  

    		2022-02-19 23:08:32.310067

    		-0.1 ms

  





  

    		2022-02-20 00:08:34.074164

    		1.0 ms

  





  

    		2022-02-20 01:08:35.564605

    		0.3 ms

  





  

    		2022-02-20 02:08:37.522105

    		0.1 ms

  





  

    		2022-02-20 03:08:39.379556

    		0.0 ms

  





  

    		2022-02-20 04:08:41.452924

    		0.6 ms

  





  

    		2022-02-20 05:08:43.762966

    		1.0 ms

  





  

    		2022-02-20 06:08:46.371742

    		0.0 ms

  





  

    		2022-02-20 07:08:47.904974

    		0.1 ms

  





  

    		2022-02-20 08:08:50.321756

    		0.7 ms

  





  

    		2022-02-20 09:08:51.928914

    		-1.5 ms

  





  

    		2022-02-20 10:08:53.517444

    		-0.4 ms

  





  

    		2022-02-20 11:08:55.134242

    		-0.3 ms

  





  

    		2022-02-20 12:08:57.062331

    		0.0 ms

  





  

    		2022-02-20 13:08:59.036251

    		-0.2 ms

  





  

    		2022-02-20 14:09:00.759302

    		-1.8 ms

  





  

    		2022-02-20 15:09:02.236482

    		-1.0 ms

  





  

    		2022-02-20 16:09:04.299897

    		-2.6 ms

  





  

    		2022-02-20 17:09:05.873494

    		-1.0 ms

  





  

    		2022-02-20 18:09:08.250822

    		-0.6 ms

  





  

    		2022-02-20 19:09:10.464239

    		-1.7 ms

  





  

    		2022-02-20 20:09:12.21031

    		0.0 ms

  





  

    		2022-02-20 21:09:14.165108

    		0.3 ms

  





  

    		2022-02-20 22:09:16.408833

    		-0.5 ms

  





  

    		2022-02-20 23:09:18.237048

    		-0.7 ms

  





  

    		2022-02-21 00:09:20.088598

    		1.0 ms

  





  

    		2022-02-21 01:09:22.277884

    		-0.3 ms

  





  

    		2022-02-21 02:09:23.757859

    		0.1 ms

  





  

    		2022-02-21 03:09:25.751711

    		-0.2 ms

  





  

    		2022-02-21 04:09:27.207541

    		-0.3 ms

  





  

    		2022-02-21 05:09:29.027182

    		0.8 ms

  





  

    		2022-02-21 06:09:32.008187

    		1.2 ms

  





  

    		2022-02-21 07:09:34.090812

    		1.0 ms

  





  

    		2022-02-21 08:09:35.781764

    		-0.7 ms

  





  

    		2022-02-21 09:09:37.671141

    		0.4 ms

  





  

    		2022-02-21 10:09:39.45675

    		-1.5 ms

  





  

    		2022-02-21 11:09:41.918627

    		0.0 ms

  





  

    		2022-02-21 12:09:44.509756

    		0.3 ms

  





  

    		2022-02-21 13:09:47.320206

    		-0.9 ms

  





  

    		2022-02-21 14:09:49.205987

    		-1.1 ms

  





  

    		2022-02-21 15:09:50.864239

    		-1.1 ms

  





  

    		2022-02-21 16:09:52.507483

    		-2.2 ms

  





  

    		2022-02-21 17:09:54.149965

    		-0.8 ms

  





  

    		2022-02-21 18:09:55.649427

    		-0.2 ms

  





  

    		2022-02-21 19:09:57.788637

    		0.9 ms

  





  

    		2022-02-21 20:09:59.239779

    		1.1 ms

  





  

    		2022-02-21 21:10:00.96936

    		0.9 ms

  





  

    		2022-02-21 22:10:02.608442

    		0.4 ms

  





  

    		2022-02-21 23:10:04.28298

    		-0.3 ms

  





  

    		2022-02-22 00:10:05.803549

    		-0.2 ms

  





  

    		2022-02-22 01:10:07.60413

    		2.1 ms

  





  

    		2022-02-22 02:10:09.180917

    		-0.1 ms

  





  

    		2022-02-22 03:10:11.976212

    		-0.5 ms

  





  

    		2022-02-22 04:10:13.634615

    		-1.8 ms

  





  

    		2022-02-22 05:10:15.632241

    		-0.8 ms

  





  

    		2022-02-22 06:10:17.279162

    		0.5 ms

  





  

    		2022-02-22 07:10:20.132791

    		1.0 ms

  





  

    		2022-02-22 08:10:21.704445

    		1.3 ms

  





  

    		2022-02-22 09:10:24.206057

    		1.3 ms

  





  

    		2022-02-22 10:10:25.794056

    		0.5 ms

  





  

    		2022-02-22 11:10:27.770825

    		-0.1 ms

  





  

    		2022-02-22 12:10:29.716995

    		-0.1 ms

  





  

    		2022-02-22 13:10:31.445392

    		0.2 ms

  





  

    		2022-02-22 14:10:33.15806

    		0.0 ms

  





  

    		2022-02-22 15:10:35.146202

    		-2.7 ms

  





  

    		2022-02-22 16:10:36.614327

    		-0.9 ms

  





  

    		2022-02-22 17:10:38.722592

    		-1.1 ms

  





  

    		2022-02-22 18:10:40.442643

    		-1.8 ms

  





  

    		2022-02-22 19:10:42.381888

    		-1.2 ms

  





  

    		2022-02-22 20:10:43.800898

    		0.0 ms

  





  

    		2022-02-22 21:10:45.861045

    		0.6 ms

  





  

    		2022-02-22 22:10:47.587656

    		-0.6 ms

  





  

    		2022-02-22 23:10:50.164902

    		-1.2 ms

  





  

    		2022-02-23 00:10:52.142217

    		-1.5 ms

  





  

    		2022-02-23 01:10:53.609709

    		-1.7 ms

  





  

    		2022-02-23 02:10:55.562746

    		0.0 ms

  





  

    		2022-02-23 03:10:57.419914

    		-1.6 ms

  





  

    		2022-02-23 04:10:59.776491

    		-1.0 ms

  





  

    		2022-02-23 05:11:01.86052

    		-0.6 ms

  





  

    		2022-02-23 06:11:03.808537

    		-0.9 ms

  





  

    		2022-02-23 07:11:05.628603

    		1.0 ms

  





  

    		2022-02-23 08:11:07.080254

    		0.3 ms

  





  

    		2022-02-23 09:11:08.853005

    		-0.5 ms

  





  

    		2022-02-23 10:11:10.825084

    		0.8 ms

  





  

    		2022-02-23 11:11:13.427363

    		-0.4 ms

  





  

    		2022-02-23 12:11:15.215268

    		0.0 ms

  





  

    		2022-02-23 13:11:16.976602

    		0.7 ms

  





  

    		2022-02-23 14:11:19.246569

    		0.5 ms

  





  

    		2022-02-23 15:11:20.954523

    		-1.0 ms

  





  

    		2022-02-23 16:11:22.889029

    		-1.7 ms

  





  

    		2022-02-23 17:11:24.460626

    		0.0 ms

  





  

    		2022-02-23 18:11:26.300634

    		0.3 ms

  





  

    		2022-02-23 19:11:27.775431

    		0.2 ms

  





  

    		2022-02-23 20:11:29.491674

    		0.9 ms

  





  

    		2022-02-23 21:11:31.433465

    		0.4 ms

  





  

    		2022-02-23 22:11:34.049709

    		0.0 ms

  





  

    		2022-02-23 23:11:35.617513

    		-1.2 ms

  





  

    		2022-02-24 00:11:37.094233

    		-0.1 ms

  





  

    		2022-02-24 01:11:39.370827

    		-0.7 ms

  





  

    		2022-02-24 02:11:40.996309

    		-0.4 ms

  





  

    		2022-02-24 03:11:42.62056

    		-1.8 ms

  





  

    		2022-02-24 04:11:44.151956

    		-0.6 ms

  





  

    		2022-02-24 05:11:46.028664

    		-0.6 ms

  





  

    		2022-02-24 06:11:48.015794

    		-0.1 ms

  





  

    		2022-02-24 07:11:49.764916

    		1.3 ms

  





  

    		2022-02-24 08:11:52.024368

    		0.1 ms

  





  

    		2022-02-24 09:11:54.174454

    		-0.4 ms

  





  

    		2022-02-24 10:11:55.904042

    		-0.8 ms

  





  

    		2022-02-24 11:11:57.848458

    		0.8 ms

  





  

    		2022-02-24 12:11:59.761424

    		-0.4 ms

  





  

    		2022-02-24 13:12:01.87405

    		0.9 ms

  





  

    		2022-02-24 14:12:03.767721

    		-1.2 ms

  





  

    		2022-02-24 15:12:05.552252

    		-0.5 ms

  





  

    		2022-02-24 16:12:07.072595

    		-1.0 ms

  





  

    		2022-02-24 17:12:08.741647

    		-1.3 ms

  





  

    		2022-02-24 18:12:10.507073

    		-0.6 ms

  





  

    		2022-02-24 19:12:12.208148

    		-1.0 ms

  





  

    		2022-02-24 20:12:14.141049

    		-0.1 ms

  





  

    		2022-02-24 21:12:15.81419

    		-1.0 ms

  





  

    		2022-02-24 22:12:18.434305

    		-1.2 ms

  





  

    		2022-02-24 23:12:20.290597

    		-0.8 ms

  





  

    		2022-02-25 00:12:21.972117

    		0.7 ms

  





  

    		2022-02-25 01:12:23.681622

    		-1.0 ms

  





  

    		2022-02-25 02:12:25.504602

    		-0.2 ms

  





  

    		2022-02-25 03:12:27.799652

    		0.1 ms

  





  

    		2022-02-25 04:12:30.378624

    		1.4 ms

  





  

    		2022-02-25 05:12:32.076653

    		-0.2 ms

  





  

    		2022-02-25 06:12:33.72311

    		-0.8 ms

  





  

    		2022-02-25 07:12:35.381427

    		0.4 ms

  





  

    		2022-02-25 08:12:37.498274

    		-2.0 ms

  





  

    		2022-02-25 09:12:38.990228

    		0.3 ms

  





  

    		2022-02-25 10:12:40.437452

    		0.2 ms

  





  

    		2022-02-25 11:12:42.710074

    		0.4 ms

  





  

    		2022-02-25 12:12:44.211641

    		-0.2 ms

  





  

    		2022-02-25 13:12:46.117684

    		0.0 ms

  





  

    		2022-02-25 14:12:48.109907

    		1.0 ms

  





  

    		2022-02-25 15:12:49.759239

    		-0.2 ms

  





  

    		2022-02-25 16:12:51.494332

    		0.1 ms

  





  

    		2022-02-25 17:12:53.228639

    		-0.1 ms

  





  

    		2022-02-25 18:12:55.482418

    		-1.2 ms

  





  

    		2022-02-25 19:12:56.867247

    		0.3 ms

  





  

    		2022-02-25 20:12:59.124066

    		-0.4 ms

  





  

    		2022-02-25 21:13:01.844562

    		-0.3 ms

  





  

    		2022-02-25 22:13:03.972244

    		-0.5 ms

  





  

    		2022-02-25 23:13:06.081663

    		-0.9 ms

  





  

    		2022-02-26 00:13:07.902624

    		2.2 ms

  





  

    		2022-02-26 01:13:09.709925

    		-0.5 ms

  





  

    		2022-02-26 02:13:11.912739

    		0.7 ms

  





  

    		2022-02-26 03:13:13.918462

    		-3.9 ms

  





  

    		2022-02-26 04:13:15.706712

    		-2.4 ms

  





  

    		2022-02-26 05:13:18.372183

    		-3.3 ms

  





  

    		2022-02-26 06:13:20.495603

    		-1.3 ms

  





  

    		2022-02-26 07:13:22.418101

    		2.1 ms

  





  

    		2022-02-26 08:13:24.807535

    		-1.1 ms

  





  

    		2022-02-26 09:13:26.718448

    		2.3 ms

  





  

    		2022-02-26 10:13:28.626706

    		0.8 ms

  





  

    		2022-02-26 11:13:31.514303

    		-1.0 ms

  





  

    		2022-02-26 12:13:33.200643

    		-0.3 ms

  





  

    		2022-02-26 13:13:35.036612

    		-1.6 ms

  





  

    		2022-02-26 14:13:37.333371

    		-1.9 ms

  





  

    		2022-02-26 15:13:38.998161

    		-2.5 ms

  





  

    		2022-02-26 16:13:41.081183

    		-1.6 ms

  





  

    		2022-02-26 17:13:43.174703

    		0.4 ms

  





  

    		2022-02-26 18:13:45.153663

    		-1.8 ms

  





  

    		2022-02-26 19:13:46.953402

    		-0.7 ms

  





  

    		2022-02-26 20:13:48.936048

    		-0.6 ms

  





  

    		2022-02-26 21:13:50.905071

    		-0.3 ms

  





  

    		2022-02-26 22:13:52.556344

    		-0.7 ms

  





  

    		2022-02-26 23:13:54.128099

    		-0.2 ms

  





  

    		2022-02-27 00:13:56.155572

    		-0.3 ms

  





  

    		2022-02-27 01:13:58.034332

    		-0.1 ms

  





  

    		2022-02-27 02:13:59.613997

    		-0.9 ms

  





  

    		2022-02-27 03:14:01.381181

    		0.6 ms

  





  

    		2022-02-27 04:14:03.60165

    		-0.7 ms

  





  

    		2022-02-27 05:14:05.776408

    		-0.7 ms

  





  

    		2022-02-27 06:14:07.417258

    		0.1 ms

  





  

    		2022-02-27 07:14:09.327378

    		-0.3 ms

  





  

    		2022-02-27 08:14:11.666638

    		0.1 ms

  





  

    		2022-02-27 09:14:13.495384

    		0.7 ms

  





  

    		2022-02-27 10:14:15.363385

    		-1.3 ms

  





  

    		2022-02-27 11:14:17.639394

    		-0.7 ms

  





  

    		2022-02-27 12:14:19.928288

    		-3.4 ms

  





  

    		2022-02-27 13:14:21.939524

    		-0.6 ms

  





  

    		2022-02-27 14:14:24.229518

    		0.2 ms

  





  

    		2022-02-27 15:14:26.357873

    		-0.8 ms

  





  

    		2022-02-27 16:14:28.27046

    		1.0 ms

  





  

    		2022-02-27 17:14:29.892215

    		0.6 ms

  





  

    		2022-02-27 18:14:31.966979

    		-0.5 ms

  





  

    		2022-02-27 19:14:33.7944

    		-0.9 ms

  





  

    		2022-02-27 20:14:35.555621

    		-2.1 ms

  





  

    		2022-02-27 21:14:37.548779

    		0.1 ms

  





  

    		2022-02-27 22:14:39.203705

    		-0.5 ms

  





  

    		2022-02-27 23:14:40.757732

    		0.1 ms

  





  

    		2022-02-28 00:14:42.554066

    		-0.2 ms

  





  

    		2022-02-28 01:14:44.508362

    		-1.1 ms

  





  

    		2022-02-28 02:14:46.318672

    		0.5 ms

  





  

    		2022-02-28 03:14:48.398563

    		0.5 ms

  





  

    		2022-02-28 04:14:49.837264

    		1.6 ms

  





  

    		2022-02-28 05:14:52.641119

    		1.3 ms

  





  

    		2022-02-28 06:14:54.725385

    		-0.4 ms

  





  

    		2022-02-28 07:14:56.490432

    		-0.1 ms

  





  

    		2022-02-28 08:14:58.341087

    		-0.7 ms

  





  

    		2022-02-28 09:15:00.496795

    		-1.1 ms

  





  

    		2022-02-28 10:15:02.777937

    		-1.0 ms

  





  

    		2022-02-28 11:15:05.026134

    		-0.6 ms

  





  

    		2022-02-28 12:15:08.028956

    		-1.6 ms

  





  

    		2022-02-28 13:15:09.861041

    		-1.4 ms

  





  

    		2022-02-28 14:15:11.472831

    		-1.9 ms

  





  

    		2022-02-28 15:15:13.356055

    		0.5 ms

  





  

    		2022-02-28 16:15:15.504296

    		0.4 ms

  





  

    		2022-02-28 17:15:17.35627

    		0.4 ms

  





  

    		2022-02-28 18:15:19.112733

    		-0.3 ms

  





  

    		2022-02-28 19:15:21.816341

    		-1.2 ms

  





  

    		2022-02-28 20:15:24.473608

    		-0.3 ms

  





  

    		2022-02-28 21:15:26.096013

    		-1.9 ms

  





  

    		2022-02-28 22:15:27.996575

    		-1.1 ms

  





  

    		2022-02-28 23:15:29.683296

    		-1.5 ms

  





  

    		2022-03-01 00:15:31.52499

    		0.5 ms

  





  

    		2022-03-01 01:15:33.526111

    		-0.4 ms

  





  

    		2022-03-01 02:15:35.467048

    		-1.4 ms

  





  

    		2022-03-01 03:15:37.39494

    		0.7 ms

  





  

    		2022-03-01 04:15:39.54812

    		-0.5 ms

  





  

    		2022-03-01 05:15:41.006517

    		0.3 ms

  





  

    		2022-03-01 06:15:42.993307

    		-0.3 ms

  





  

    		2022-03-01 07:15:44.811509

    		-0.9 ms

  





  

    		2022-03-01 08:15:46.383312

    		-1.8 ms

  





  

    		2022-03-01 09:15:49.127094

    		-2.9 ms

  





  

    		2022-03-01 10:15:50.976064

    		-1.7 ms

  





  

    		2022-03-01 11:15:52.728035

    		0.3 ms

  





  

    		2022-03-01 12:15:54.530616

    		0.5 ms

  





  

    		2022-03-01 13:15:56.833736

    		1.1 ms

  





  

    		2022-03-01 14:15:58.38774

    		-0.1 ms

  





  

    		2022-03-01 15:16:00.403707

    		-0.7 ms

  





  

    		2022-03-01 16:16:02.849562

    		0.1 ms

  





  

    		2022-03-01 17:16:04.877386

    		-0.6 ms

  





  

    		2022-03-01 18:16:06.995922

    		-0.7 ms

  





  

    		2022-03-01 19:16:08.720934

    		-0.4 ms

  





  

    		2022-03-01 20:16:10.445782

    		-0.7 ms

  





  

    		2022-03-01 21:16:12.20817

    		-1.0 ms

  





  

    		2022-03-01 22:16:13.881795

    		-0.6 ms

  





  

    		2022-03-01 23:16:15.671645

    		-1.9 ms

  





  

    		2022-03-02 00:16:17.392375

    		-0.5 ms

  





  

    		2022-03-02 01:16:19.166344

    		-0.8 ms

  





  

    		2022-03-02 02:16:20.848562

    		0.8 ms

  





  

    		2022-03-02 03:16:22.777499

    		-0.3 ms

  





  

    		2022-03-02 04:16:25.044329

    		0.2 ms

  





  

    		2022-03-02 05:16:26.722227

    		0.5 ms

  





  

    		2022-03-02 06:16:29.035665

    		0.8 ms

  





  

    		2022-03-02 07:16:30.624804

    		0.0 ms

  





  

    		2022-03-02 08:16:33.533781

    		-0.4 ms

  





  

    		2022-03-02 09:16:35.169125

    		-0.8 ms

  





  

    		2022-03-02 10:16:37.420254

    		-0.5 ms

  





  

    		2022-03-02 11:16:39.762972

    		-0.2 ms

  





  

    		2022-03-02 12:16:41.329188

    		-0.1 ms

  





  

    		2022-03-02 13:16:43.238075

    		0.0 ms

  





  

    		2022-03-02 14:16:45.326488

    		-0.7 ms

  





  

    		2022-03-02 15:16:46.989634

    		-0.8 ms

  





  

    		2022-03-02 16:16:48.730425

    		-0.9 ms

  





  

    		2022-03-02 17:16:50.481162

    		0.5 ms

  





  

    		2022-03-02 18:16:51.954112

    		-0.1 ms

  





  

    		2022-03-02 19:16:54.324387

    		0.3 ms

  





  

    		2022-03-02 20:16:55.842008

    		0.6 ms

  





  

    		2022-03-02 21:16:57.533441

    		-0.7 ms

  





  

    		2022-03-02 22:17:00.24305

    		-1.8 ms

  





  

    		2022-03-02 23:17:01.942902

    		-1.5 ms

  





  

    		2022-03-03 00:17:03.564623

    		-1.4 ms

  





  

    		2022-03-03 01:17:05.076647

    		-0.6 ms

  





  

    		2022-03-03 02:17:06.999917

    		0.5 ms

  





  

    		2022-03-03 03:17:08.942517

    		0.2 ms

  





  

    		2022-03-03 04:17:10.753775

    		-0.6 ms

  





  

    		2022-03-03 05:17:12.790034

    		-0.9 ms

  





  

    		2022-03-03 06:17:14.454195

    		1.0 ms

  





  

    		2022-03-03 07:17:16.210126

    		0.8 ms

  





  

    		2022-03-03 08:17:18.319312

    		0.0 ms

  





  

    		2022-03-03 09:17:21.04372

    		0.2 ms

  





  

    		2022-03-03 10:17:23.356985

    		0.6 ms

  





  

    		2022-03-03 11:17:25.313543

    		0.0 ms

  





  

    		2022-03-03 12:17:27.549884

    		1.3 ms

  





  

    		2022-03-03 13:17:29.841619

    		0.2 ms

  





  

    		2022-03-03 14:17:31.633551

    		-0.8 ms

  





  

    		2022-03-03 15:17:33.334344

    		-0.4 ms

  





  

    		2022-03-03 16:17:35.539346

    		0.1 ms

  





  

    		2022-03-03 17:17:37.80748

    		-1.3 ms

  





  

    		2022-03-03 18:17:40.119445

    		-0.2 ms

  





  

    		2022-03-03 19:17:41.676045

    		0.0 ms

  





  

    		2022-03-03 20:17:43.227057

    		-0.5 ms

  





  

    		2022-03-03 21:17:45.315657

    		-0.9 ms

  





  

    		2022-03-03 22:17:46.709208

    		-0.9 ms

  





  

    		2022-03-03 23:17:48.899812

    		-0.6 ms

  





  

    		2022-03-04 00:17:50.64475

    		-0.4 ms

  





  

    		2022-03-04 01:17:52.696355

    		0.0 ms

  





  

    		2022-03-04 02:17:54.533204

    		0.3 ms

  





  

    		2022-03-04 03:17:56.222339

    		1.0 ms

  





  

    		2022-03-04 04:17:58.897422

    		-0.1 ms

  





  

    		2022-03-04 05:18:01.034408

    		0.4 ms

  





  

    		2022-03-04 06:18:02.769502

    		0.0 ms

  





  

    		2022-03-04 07:18:05.47785

    		0.2 ms

  





  

    		2022-03-04 08:18:07.532049

    		0.4 ms

  





  

    		2022-03-04 09:18:09.277983

    		-0.9 ms

  





  

    		2022-03-04 10:18:11.385956

    		-0.2 ms

  





  

    		2022-03-04 11:18:13.831073

    		0.1 ms

  





  

    		2022-03-04 12:18:16.162766

    		-0.6 ms

  





  

    		2022-03-04 13:18:18.310553

    		0.5 ms

  





  

    		2022-03-04 14:18:19.990052

    		0.7 ms

  





  

    		2022-03-04 15:18:24.123895

    		0.2 ms

  





  

    		2022-03-04 16:18:28.143059

    		-0.9 ms

  





  

    		2022-03-04 17:18:30.24218

    		-1.5 ms

  





  

    		2022-03-04 18:18:31.903224

    		0.3 ms

  





  

    		2022-03-04 19:18:33.906241

    		0.2 ms

  





  

    		2022-03-04 20:18:36.242302

    		-0.9 ms

  





  

    		2022-03-04 21:18:38.134698

    		0.2 ms

  





  

    		2022-03-04 22:18:39.653832

    		0.5 ms

  





  

    		2022-03-04 23:18:41.876949

    		-1.0 ms

  





  

    		2022-03-05 00:18:43.566017

    		-0.7 ms

  





  

    		2022-03-05 01:18:45.751243

    		-0.7 ms

  





  

    		2022-03-05 02:18:47.341285

    		-0.5 ms

  





  

    		2022-03-05 03:18:50.367933

    		-0.5 ms

  





  

    		2022-03-05 04:18:52.606929

    		0.0 ms

  





  

    		2022-03-05 05:18:54.560975

    		-1.0 ms

  





  

    		2022-03-05 06:18:55.969406

    		0.0 ms

  





  

    		2022-03-05 07:18:57.516675

    		0.8 ms

  





  

    		2022-03-05 08:19:00.073033

    		-0.5 ms

  





  

    		2022-03-05 09:19:02.875208

    		-2.3 ms

  





  

    		2022-03-05 10:19:05.168924

    		0.4 ms

  





  

    		2022-03-05 11:19:07.273896

    		0.1 ms

  





  

    		2022-03-05 12:19:09.355529

    		0.2 ms

  





  

    		2022-03-05 13:19:11.15574

    		0.6 ms

  





  

    		2022-03-05 14:19:13.150833

    		-0.7 ms

  





  

    		2022-03-05 15:19:15.600816

    		0.9 ms

  





  

    		2022-03-05 16:19:18.077024

    		0.3 ms

  





  

    		2022-03-05 17:19:21.113493

    		0.0 ms

  





  

    		2022-03-05 18:19:22.960045

    		-0.5 ms

  





  

    		2022-03-05 19:19:26.400076

    		0.3 ms

  





  

    		2022-03-05 20:19:28.464069

    		-0.5 ms

  





  

    		2022-03-05 21:19:30.086224

    		-2.1 ms

  





  

    		2022-03-05 22:19:31.916354

    		0.2 ms

  





  

    		2022-03-05 23:19:33.592667

    		0.8 ms

  





  

    		2022-03-06 00:19:35.040398

    		0.0 ms

  





  

    		2022-03-06 01:19:36.737655

    		-0.2 ms

  





  

    		2022-03-06 02:19:38.338988

    		-0.5 ms

  





  

    		2022-03-06 03:19:41.217258

    		-0.9 ms

  





  

    		2022-03-06 04:19:42.770568

    		-1.0 ms

  





  

    		2022-03-06 05:19:44.872797

    		0.0 ms

  





  

    		2022-03-06 06:19:46.84124

    		-0.9 ms

  





  

    		2022-03-06 07:19:48.449942

    		-1.7 ms

  





  

    		2022-03-06 08:19:50.253976

    		0.3 ms

  





  

    		2022-03-06 09:19:52.199902

    		-0.9 ms

  





  

    		2022-03-06 10:19:53.908185

    		-0.7 ms

  





  

    		2022-03-06 11:19:56.059712

    		-0.1 ms

  





  

    		2022-03-06 12:19:57.642086

    		1.0 ms

  





  

    		2022-03-06 13:19:59.441534

    		1.5 ms

  





  

    		2022-03-06 14:20:02.169227

    		0.1 ms

  





  

    		2022-03-06 15:20:03.790287

    		0.9 ms

  





  

    		2022-03-06 16:20:06.795993

    		-0.9 ms

  





  

    		2022-03-06 17:20:08.621911

    		-0.9 ms

  





  

    		2022-03-06 18:20:10.859723

    		-1.3 ms

  





  

    		2022-03-06 19:20:12.987084

    		-0.9 ms

  





  

    		2022-03-06 20:20:14.585421

    		-0.6 ms

  





  

    		2022-03-06 21:20:16.0903

    		-0.1 ms

  





  

    		2022-03-06 22:20:17.554305

    		-0.8 ms

  





  

    		2022-03-06 23:20:19.163016

    		0.8 ms

  





  

    		2022-03-07 00:20:21.604152

    		-0.3 ms

  





  

    		2022-03-07 01:20:23.265887

    		0.8 ms

  





  

    		2022-03-07 02:20:24.847759

    		-0.1 ms

  





  

    		2022-03-07 03:20:27.48776

    		0.1 ms

  





  

    		2022-03-07 04:20:29.231769

    		0.1 ms

  





  

    		2022-03-07 05:20:31.096656

    		0.4 ms

  





  

    		2022-03-07 06:20:32.818722

    		-0.1 ms

  





  

    		2022-03-07 07:20:35.140781

    		0.5 ms

  





  

    		2022-03-07 08:20:37.260684

    		-1.2 ms

  





  

    		2022-03-07 09:20:38.846456

    		0.7 ms

  





  

    		2022-03-07 10:20:40.36298

    		-0.2 ms

  





  

    		2022-03-07 11:20:43.60089

    		-1.0 ms

  





  

    		2022-03-07 12:20:45.743509

    		-3.1 ms

  





  

    		2022-03-07 13:20:47.854462

    		-0.4 ms

  





  

    		2022-03-07 14:20:50.007613

    		2.7 ms

  





  

    		2022-03-07 15:20:51.962547

    		0.3 ms

  





  

    		2022-03-07 16:20:53.765893

    		-0.5 ms

  





  

    		2022-03-07 17:20:56.274449

    		-1.3 ms

  





  

    		2022-03-07 18:20:57.799527

    		-0.2 ms

  





  

    		2022-03-07 19:20:59.458525

    		-1.4 ms

  





  

    		2022-03-07 20:21:01.107219

    		-2.4 ms

  





  

    		2022-03-07 21:21:04.1549

    		-1.7 ms

  





  

    		2022-03-07 22:21:06.589118

    		-0.4 ms

  





  

    		2022-03-07 23:21:08.133301

    		-0.8 ms

  





  

    		2022-03-08 00:21:09.742927

    		-1.2 ms

  





  

    		2022-03-08 01:21:11.61418

    		-1.3 ms

  





  

    		2022-03-08 02:21:13.315856

    		0.0 ms

  





  

    		2022-03-08 03:21:15.664515

    		-0.1 ms

  





  

    		2022-03-08 04:21:17.506751

    		-0.1 ms

  





  

    		2022-03-08 05:21:19.257762

    		-0.7 ms

  





  

    		2022-03-08 06:21:21.610424

    		-0.3 ms

  





  

    		2022-03-08 07:21:23.911264

    		0.5 ms

  





  

    		2022-03-08 08:21:26.344361

    		-0.5 ms

  





  

    		2022-03-08 09:21:28.588269

    		0.0 ms

  





  

    		2022-03-08 10:21:30.367692

    		-0.7 ms

  





  

    		2022-03-08 11:21:32.030289

    		-1.7 ms

  





  

    		2022-03-08 12:21:33.736347

    		-3.4 ms

  





  

    		2022-03-08 13:21:35.730612

    		-0.8 ms

  





  

    		2022-03-08 14:21:37.720737

    		-1.7 ms

  





  

    		2022-03-08 15:21:39.821995

    		1.2 ms

  





  

    		2022-03-08 16:21:41.675392

    		0.5 ms

  





  

    		2022-03-08 17:21:43.276265

    		0.0 ms

  





  

    		2022-03-08 18:21:44.954543

    		-0.1 ms

  





  

    		2022-03-08 19:21:47.284861

    		-0.9 ms

  





  

    		2022-03-08 20:21:49.298439

    		0.1 ms

  





  

    		2022-03-08 21:21:51.829851

    		-1.2 ms

  





  

    		2022-03-08 22:21:53.723667

    		-0.7 ms

  





  

    		2022-03-08 23:21:55.597781

    		0.3 ms

  





  

    		2022-03-09 00:21:57.162233

    		-0.1 ms

  





  

    		2022-03-09 01:21:59.240914

    		-0.7 ms

  





  

    		2022-03-09 02:22:00.975156

    		-1.1 ms

  





  

    		2022-03-09 03:22:02.666962

    		0.2 ms

  





  

    		2022-03-09 04:22:04.400815

    		-0.6 ms

  





  

    		2022-03-09 05:22:06.851982

    		-0.7 ms

  





  

    		2022-03-09 06:22:08.588104

    		0.6 ms

  





  

    		2022-03-09 07:22:10.311133

    		0.5 ms

  





  

    		2022-03-09 08:22:12.148919

    		0.9 ms

  





  

    		2022-03-09 09:22:14.114046

    		-1.3 ms

  





  

    		2022-03-09 10:22:16.286407

    		-0.5 ms

  





  

    		2022-03-09 11:22:17.914976

    		-0.7 ms

  





  

    		2022-03-09 12:22:20.211592

    		0.6 ms

  





  

    		2022-03-09 13:22:21.814067

    		-0.6 ms

  





  

    		2022-03-09 14:22:23.55044

    		-0.8 ms

  





  

    		2022-03-09 15:22:25.296543

    		-1.1 ms

  





  

    		2022-03-09 16:22:28.210797

    		-1.3 ms

  





  

    		2022-03-09 17:22:30.01539

    		-0.6 ms

  





  

    		2022-03-09 18:22:32.486623

    		-0.3 ms

  





  

    		2022-03-09 19:22:34.817969

    		-0.8 ms

  





  

    		2022-03-09 20:22:36.689727

    		-1.2 ms

  





  

    		2022-03-09 21:22:38.537413

    		1.6 ms

  





  

    		2022-03-09 22:22:40.197729

    		1.1 ms

  





  

    		2022-03-09 23:22:42.112216

    		0.3 ms

  





  

    		2022-03-10 00:22:44.104772

    		-4.6 ms

  





  

    		2022-03-10 01:22:45.663069

    		-3.9 ms

  





  

    		2022-03-10 02:22:47.210706

    		-4.2 ms

  





  

    		2022-03-10 03:22:49.437031

    		0.0 ms

  





  

    		2022-03-10 04:22:51.630698

    		1.1 ms

  





  

    		2022-03-10 05:22:53.965749

    		-1.3 ms

  





  

    		2022-03-10 06:22:55.760812

    		-4.1 ms

  





  

    		2022-03-10 07:22:58.198777

    		-5.1 ms

  





  

    		2022-03-10 08:23:00.016654

    		-0.4 ms

  





  

    		2022-03-10 09:23:04.584245

    		0.2 ms

  





  

    		2022-03-10 10:23:06.069296

    		2.1 ms

  





  

    		2022-03-10 11:23:07.844687

    		2.3 ms

  





  

    		2022-03-10 12:23:09.72456

    		0.8 ms

  





  

    		2022-03-10 13:23:12.149829

    		-0.4 ms

  





  

    		2022-03-10 14:23:14.672649

    		0.4 ms

  





  

    		2022-03-10 15:23:17.045619

    		0.3 ms

  





  

    		2022-03-10 16:23:18.77847

    		-1.0 ms

  





  

    		2022-03-10 17:23:22.11603

    		-1.0 ms

  





  

    		2022-03-10 18:23:23.650167

    		-0.9 ms

  





  

    		2022-03-10 19:23:25.254686

    		-0.5 ms

  





  

    		2022-03-10 20:23:27.249531

    		-2.1 ms

  





  

    		2022-03-10 21:23:28.92482

    		3.3 ms

  





  

    		2022-03-10 22:23:31.223288

    		3.0 ms

  





  

    		2022-03-10 23:23:32.742499

    		0.8 ms

  





  

    		2022-03-11 00:23:34.56594

    		0.2 ms

  





  

    		2022-03-11 01:23:36.307399

    		-4.6 ms

  





  

    		2022-03-11 02:23:38.06731

    		-1.4 ms

  





  

    		2022-03-11 03:23:40.62503

    		-0.3 ms

  





  

    		2022-03-11 04:23:42.164584

    		1.6 ms

  





  

    		2022-03-11 05:23:44.327896

    		-3.2 ms

  





  

    		2022-03-11 06:23:46.052329

    		-3.0 ms

  





  

    		2022-03-11 07:23:48.35579

    		-1.0 ms

  





  

    		2022-03-11 08:23:50.363851

    		0.0 ms

  





  

    		2022-03-11 09:23:51.943539

    		2.7 ms

  





  

    		2022-03-11 10:23:53.796914

    		1.9 ms

  





  

    		2022-03-11 11:23:55.65108

    		-0.1 ms

  





  

    		2022-03-11 12:23:57.772919

    		0.8 ms

  





  

    		2022-03-11 13:23:59.709923

    		-0.6 ms

  





  

    		2022-03-11 14:24:01.677118

    		-1.0 ms

  





  

    		2022-03-11 15:24:03.342802

    		-2.0 ms

  





  

    		2022-03-11 16:24:04.795501

    		-0.6 ms

  





  

    		2022-03-11 17:24:06.385484

    		0.6 ms

  





  

    		2022-03-11 18:24:08.802987

    		-0.3 ms

  





  

    		2022-03-11 19:24:10.386101

    		-1.3 ms

  





  

    		2022-03-11 20:24:12.016216

    		0.5 ms

  





  

    		2022-03-11 21:24:13.638486

    		-0.3 ms

  





  

    		2022-03-11 22:24:16.07594

    		-1.2 ms

  





  

    		2022-03-11 23:24:17.932623

    		-0.6 ms

  





  

    		2022-03-12 00:24:19.717256

    		-0.8 ms

  





  

    		2022-03-12 01:24:21.325559

    		-0.3 ms

  





  

    		2022-03-12 02:24:22.979937

    		0.2 ms

  





  

    		2022-03-12 03:24:24.842935

    		-1.0 ms

  





  

    		2022-03-12 04:24:27.086235

    		0.6 ms

  





  

    		2022-03-12 05:24:28.647872

    		-0.5 ms

  





  

    		2022-03-12 06:24:30.356518

    		-0.8 ms

  





  

    		2022-03-12 07:24:32.90127

    		-1.4 ms

  





  

    		2022-03-12 08:24:34.670326

    		-0.5 ms

  





  

    		2022-03-12 09:24:37.222203

    		-0.3 ms

  





  

    		2022-03-12 10:24:38.792631

    		-1.7 ms

  





  

    		2022-03-12 11:24:40.248139

    		-0.7 ms

  





  

    		2022-03-12 12:24:42.212907

    		-0.3 ms

  





  

    		2022-03-12 13:24:43.853491

    		-0.7 ms

  





  

    		2022-03-12 14:24:46.06051

    		-1.4 ms

  





  

    		2022-03-12 15:24:47.998091

    		-0.5 ms

  





  

    		2022-03-12 16:24:50.102785

    		0.6 ms

  





  

    		2022-03-12 17:24:51.670254

    		-0.7 ms

  





  

    		2022-03-12 18:24:53.509294

    		0.2 ms

  





  

    		2022-03-12 19:24:55.359811

    		0.1 ms

  





  

    		2022-03-12 20:24:57.242044

    		0.0 ms

  





  

    		2022-03-12 21:24:59.090988

    		0.5 ms

  





  

    		2022-03-12 22:25:00.687999

    		0.1 ms

  





  

    		2022-03-12 23:25:02.235633

    		-0.3 ms

  





  

    		2022-03-13 00:25:03.673575

    		-1.1 ms

  





  

    		2022-03-13 01:25:05.320122

    		0.2 ms

  





  

    		2022-03-13 02:25:07.180331

    		0.0 ms

  





  

    		2022-03-13 03:25:09.199621

    		-0.9 ms

  





  

    		2022-03-13 04:25:11.24335

    		0.8 ms

  





  

    		2022-03-13 05:25:12.934816

    		-0.4 ms

  





  

    		2022-03-13 06:25:14.501224

    		1.1 ms

  





  

    		2022-03-13 07:25:16.399911

    		0.1 ms

  





  

    		2022-03-13 08:25:17.985879

    		-0.5 ms

  





  

    		2022-03-13 09:25:20.071913

    		0.6 ms

  





  

    		2022-03-13 10:25:22.33809

    		0.3 ms

  





  

    		2022-03-13 11:25:24.242043

    		-0.7 ms

  





  

    		2022-03-13 12:25:26.281494

    		-0.6 ms

  





  

    		2022-03-13 13:25:27.971353

    		-1.3 ms

  





  

    		2022-03-13 14:25:29.775289

    		-1.1 ms

  





  

    		2022-03-13 15:25:31.581429

    		-1.3 ms

  





  

    		2022-03-13 16:25:33.372051

    		-2.0 ms

  





  

    		2022-03-13 17:25:35.128827

    		-0.9 ms

  





  

    		2022-03-13 18:25:37.165421

    		-0.6 ms

  





  

    		2022-03-13 19:25:39.683654

    		0.1 ms

  





  

    		2022-03-13 20:25:41.671339

    		-0.5 ms

  





  

    		2022-03-13 21:25:43.36409

    		-0.6 ms

  





  

    		2022-03-13 22:25:45.138953

    		0.9 ms

  





  

    		2022-03-13 23:25:47.084664

    		0.9 ms

  





  

    		2022-03-14 00:25:48.958338

    		0.2 ms

  





  

    		2022-03-14 01:25:50.994951

    		-0.1 ms

  





  

    		2022-03-14 02:25:52.873972

    		-0.4 ms

  





  

    		2022-03-14 03:25:55.20535

    		-0.3 ms

  





  

    		2022-03-14 04:25:57.47564

    		-0.8 ms

  





  

    		2022-03-14 05:25:59.512234

    		-0.2 ms

  





  

    		2022-03-14 06:26:02.557249

    		0.5 ms

  





  

    		2022-03-14 07:26:04.37862

    		-0.1 ms

  





  

    		2022-03-14 08:26:06.923556

    		-0.8 ms

  





  

    		2022-03-14 09:26:08.753559

    		0.9 ms

  





  

    		2022-03-14 10:26:10.701366

    		-0.6 ms

  





  

    		2022-03-14 11:26:12.454959

    		-1.3 ms

  





  

    		2022-03-14 12:26:14.71184

    		-0.2 ms

  





  

    		2022-03-14 13:26:16.278555

    		1.4 ms

  





  

    		2022-03-14 14:26:17.949716

    		-0.6 ms

  





  

    		2022-03-14 15:26:19.455289

    		-0.2 ms

  





  

    		2022-03-14 16:26:21.331217

    		-1.4 ms

  





  

    		2022-03-14 17:26:23.890639

    		-2.3 ms

  





  

    		2022-03-14 18:26:25.841647

    		-1.4 ms

  





  

    		2022-03-14 19:26:27.790197

    		-1.9 ms

  





  

    		2022-03-14 20:26:30.228608

    		-0.5 ms

  





  

    		2022-03-14 21:26:32.305808

    		-2.8 ms

  





  

    		2022-03-14 22:26:34.408328

    		-1.0 ms

  





  

    		2022-03-14 23:26:36.110673

    		0.0 ms

  





  

    		2022-03-15 00:26:37.566101

    		-0.6 ms

  





  

    		2022-03-15 01:26:39.215022

    		0.0 ms

  





  

    		2022-03-15 02:26:41.211732

    		-0.4 ms

  





  

    		2022-03-15 03:26:42.957151

    		0.1 ms

  





  

    		2022-03-15 04:26:44.95567

    		-0.2 ms

  





  

    		2022-03-15 05:26:46.906809

    		0.2 ms

  





  

    		2022-03-15 06:26:48.372958

    		0.1 ms

  





  

    		2022-03-15 07:26:49.911197

    		-1.3 ms

  





  

    		2022-03-15 08:26:51.664369

    		-1.4 ms

  





  

    		2022-03-15 09:26:53.399368

    		-0.2 ms

  





  

    		2022-03-15 10:26:55.101352

    		-0.8 ms

  





  

    		2022-03-15 11:26:57.145648

    		-0.7 ms

  





  

    		2022-03-15 12:26:59.057059

    		-1.1 ms

  





  

    		2022-03-15 13:27:01.02322

    		-1.2 ms

  





  

    		2022-03-15 14:27:02.962733

    		-1.1 ms

  





  

    		2022-03-15 15:27:05.617769

    		-0.5 ms

  





  

    		2022-03-15 16:27:08.325565

    		-0.1 ms

  





  

    		2022-03-15 17:27:10.208854

    		-1.1 ms

  





  

    		2022-03-15 18:27:11.877866

    		0.4 ms

  





  

    		2022-03-15 19:27:13.543351

    		-0.1 ms

  





  

    		2022-03-15 20:27:15.084751

    		1.2 ms

  





  

    		2022-03-15 21:27:16.859795

    		1.1 ms

  





  

    		2022-03-15 22:27:18.472614

    		0.4 ms

  





  

    		2022-03-15 23:27:20.505187

    		-1.4 ms

  





  

    		2022-03-16 00:27:22.237503

    		-0.7 ms

  





  

    		2022-03-16 01:27:23.710559

    		0.1 ms

  





  

    		2022-03-16 02:27:25.894256

    		1.4 ms

  





  

    		2022-03-16 03:27:28.127212

    		1.7 ms

  





  

    		2022-03-16 04:27:31.170088

    		0.6 ms

  





  

    		2022-03-16 05:27:33.396859

    		-0.1 ms

  





  

    		2022-03-16 06:27:36.010595

    		-1.0 ms

  





  

    		2022-03-16 07:27:37.939497

    		-0.3 ms

  





  

    		2022-03-16 08:27:39.768063

    		-1.5 ms

  





  

    		2022-03-16 09:27:41.829857

    		-0.8 ms

  





  

    		2022-03-16 10:27:44.465247

    		-5.2 ms

  





  

    		2022-03-16 11:27:46.930483

    		-1.9 ms

  





  

    		2022-03-16 12:27:48.951143

    		-0.1 ms

  





  

    		2022-03-16 13:27:51.083198

    		-2.5 ms

  





  

    		2022-03-16 14:27:52.998107

    		-0.3 ms

  





  

    		2022-03-16 15:27:55.79036

    		0.3 ms

  





  

    		2022-03-16 16:27:57.800137

    		-1.7 ms

  





  

    		2022-03-16 17:27:59.579217

    		-1.3 ms

  





  

    		2022-03-16 18:28:02.329115

    		-3.0 ms

  





  

    		2022-03-16 19:28:04.003175

    		0.1 ms

  





  

    		2022-03-16 20:28:05.837369

    		1.0 ms

  





  

    		2022-03-16 21:28:08.504505

    		1.2 ms

  





  

    		2022-03-16 22:28:10.168175

    		0.6 ms

  





  

    		2022-03-16 23:28:11.90756

    		1.1 ms

  





  

    		2022-03-17 00:28:13.919212

    		-0.5 ms

  





  

    		2022-03-17 01:28:15.586904

    		-1.1 ms

  





  

    		2022-03-17 02:28:17.229574

    		-0.3 ms

  





  

    		2022-03-17 03:28:20.094087

    		0.1 ms

  





  

    		2022-03-17 04:28:23.90247

    		0.4 ms

  





  

    		2022-03-17 05:28:25.820434

    		0.3 ms

  





  

    		2022-03-17 06:28:27.451385

    		0.2 ms

  





  

    		2022-03-17 07:28:29.701502

    		-1.8 ms

  





  

    		2022-03-17 08:28:31.292587

    		-0.6 ms

  





  

    		2022-03-17 09:28:33.888917

    		-0.2 ms

  





  

    		2022-03-17 10:28:35.659539

    		-0.3 ms

  





  

    		2022-03-17 11:28:38.343725

    		-0.7 ms

  





  

    		2022-03-17 12:28:40.17991

    		-0.1 ms

  





  

    		2022-03-17 13:28:42.075286

    		-0.8 ms

  





  

    		2022-03-17 14:28:44.021222

    		-1.5 ms

  





  

    		2022-03-17 15:28:45.91557

    		-0.9 ms

  





  

    		2022-03-17 16:28:48.420788

    		-0.7 ms

  





  

    		2022-03-17 17:28:50.44263

    		0.0 ms

  





  

    		2022-03-17 18:28:52.145083

    		0.2 ms

  





  

    		2022-03-17 19:28:53.872044

    		0.6 ms

  





  

    		2022-03-17 20:28:55.396439

    		-2.3 ms

  





  

    		2022-03-17 21:28:56.934493

    		-2.3 ms

  





  

    		2022-03-17 22:28:58.962089

    		-4.5 ms

  





  

    		2022-03-17 23:29:00.660078

    		0.8 ms

  





  

    		2022-03-18 00:29:02.458953

    		1.0 ms

  





  

    		2022-03-18 01:29:04.390072

    		0.4 ms

  





  

    		2022-03-18 02:29:06.302648

    		-0.4 ms

  





  

    		2022-03-18 03:29:09.051189

    		0.5 ms

  





  

    		2022-03-18 04:29:12.165359

    		-0.2 ms

  





  

    		2022-03-18 05:29:13.832333

    		-0.8 ms

  





  

    		2022-03-18 06:29:16.713

    		-1.3 ms

  





  

    		2022-03-18 07:29:18.782599

    		-1.0 ms

  





  

    		2022-03-18 08:29:20.751738

    		0.8 ms

  





  

    		2022-03-18 09:29:23.030461

    		-0.3 ms

  





  

    		2022-03-18 10:29:25.010747

    		0.3 ms

  





  

    		2022-03-18 11:29:26.56446

    		-0.8 ms

  





  

    		2022-03-18 12:29:28.274174

    		-0.8 ms

  





  

    		2022-03-18 13:29:30.56446

    		-1.0 ms

  





  

    		2022-03-18 14:29:32.652604

    		0.4 ms

  





  

    		2022-03-18 15:29:34.4044

    		-0.2 ms

  





  

    		2022-03-18 16:29:36.203977

    		0.8 ms

  





  

    		2022-03-18 17:29:38.169535

    		0.8 ms

  





  

    		2022-03-18 18:29:40.082592

    		-0.8 ms

  





  

    		2022-03-18 19:29:42.404344

    		-1.0 ms

  





  

    		2022-03-18 20:29:44.435831

    		-1.6 ms

  





  

    		2022-03-18 21:29:46.312437

    		-1.5 ms

  





  

    		2022-03-18 22:29:47.734355

    		-1.5 ms

  





  

    		2022-03-18 23:29:49.518623

    		-0.1 ms

  





  

    		2022-03-19 00:29:51.526433

    		-1.0 ms

  





  

    		2022-03-19 01:29:53.189096

    		-0.4 ms

  





  

    		2022-03-19 02:29:55.101576

    		0.7 ms

  





  

    		2022-03-19 03:29:57.152388

    		0.5 ms

  





  

    		2022-03-19 04:30:00.604853

    		-0.6 ms

  





  

    		2022-03-19 05:30:02.289185

    		-0.3 ms

  





  

    		2022-03-19 06:30:05.130755

    		-0.9 ms

  





  

    		2022-03-19 07:30:07.210904

    		0.3 ms

  





  

    		2022-03-19 08:30:10.430459

    		-0.2 ms

  





  

    		2022-03-19 09:30:12.359613

    		-0.3 ms

  





  

    		2022-03-19 10:30:13.900433

    		0.2 ms

  





  

    		2022-03-19 11:30:15.82902

    		-0.1 ms

  





  

    		2022-03-19 12:30:17.55467

    		0.0 ms

  





  

    		2022-03-19 13:30:20.391069

    		0.1 ms

  





  

    		2022-03-19 14:30:22.086103

    		0.4 ms

  





  

    		2022-03-19 15:30:24.9263

    		0.2 ms

  





  

    		2022-03-19 16:30:27.58767

    		-0.6 ms

  





  

    		2022-03-19 17:30:29.682837

    		-0.4 ms

  





  

    		2022-03-19 18:30:31.576186

    		-0.5 ms

  





  

    		2022-03-19 19:30:33.587235

    		0.1 ms

  





  

    		2022-03-19 20:30:35.4829

    		-0.4 ms

  





  

    		2022-03-19 21:30:37.116906

    		-0.2 ms

  





  

    		2022-03-19 22:30:38.693735

    		-0.8 ms

  





  

    		2022-03-19 23:30:40.336087

    		-0.8 ms

  





  

    		2022-03-20 00:30:41.998095

    		-1.4 ms

  





  

    		2022-03-20 01:30:44.248012

    		-1.4 ms

  





  

    		2022-03-20 02:30:45.8979

    		-1.8 ms

  





  

    		2022-03-20 03:30:47.807036

    		-0.9 ms

  





  

    		2022-03-20 04:30:49.551798

    		0.2 ms

  





  

    		2022-03-20 05:30:52.063141

    		-0.3 ms

  





  

    		2022-03-20 06:30:53.751568

    		-1.5 ms

  





  

    		2022-03-20 07:30:55.500786

    		-0.8 ms

  





  

    		2022-03-20 08:30:57.626545

    		-1.2 ms

  





  

    		2022-03-20 09:31:00.001549

    		-0.9 ms

  





  

    		2022-03-20 10:31:02.951158

    		0.1 ms

  





  

    		2022-03-20 11:31:04.665758

    		-2.0 ms

  





  

    		2022-03-20 12:31:06.737464

    		-0.4 ms

  





  

    		2022-03-20 13:31:08.87114

    		0.5 ms

  





  

    		2022-03-20 14:31:10.519675

    		0.3 ms

  





  

    		2022-03-20 15:31:11.934808

    		0.5 ms

  





  

    		2022-03-20 16:31:14.087066

    		0.2 ms

  





  

    		2022-03-20 17:31:16.113963

    		-0.2 ms

  





  

    		2022-03-20 18:31:18.411841

    		-0.4 ms

  





  

    		2022-03-20 19:31:20.203768

    		-1.1 ms

  





  

    		2022-03-20 20:31:22.417311

    		-0.7 ms

  





  

    		2022-03-20 21:31:23.874541

    		-1.5 ms

  





  

    		2022-03-20 22:31:25.952889

    		-0.3 ms

  





  

    		2022-03-20 23:31:28.306714

    		0.6 ms

  





  

    		2022-03-21 00:31:30.141411

    		-0.8 ms

  





  

    		2022-03-21 01:31:31.950374

    		-0.7 ms

  





  

    		2022-03-21 02:31:34.37946

    		-0.1 ms

  





  

    		2022-03-21 03:31:37.586082

    		0.9 ms

  





  

    		2022-03-21 04:31:40.647094

    		1.3 ms

  





  

    		2022-03-21 05:31:42.865299

    		-1.0 ms

  





  

    		2022-03-21 06:31:44.96817

    		-0.6 ms

  





  

    		2022-03-21 07:31:46.3982

    		-0.5 ms

  





  

    		2022-03-21 08:31:48.172812

    		-1.0 ms

  





  

    		2022-03-21 09:31:50.277292

    		-0.4 ms

  





  

    		2022-03-21 10:31:52.518255

    		-0.7 ms

  





  

    		2022-03-21 11:31:55.202362

    		-1.4 ms

  





  

    		2022-03-21 12:31:57.094057

    		0.2 ms

  





  

    		2022-03-21 13:31:59.512172

    		0.2 ms

  





  

    		2022-03-21 14:32:02.022491

    		0.4 ms

  





  

    		2022-03-21 15:32:05.44568

    		1.2 ms

  





  

    		2022-03-21 16:32:07.446776

    		0.6 ms

  





  

    		2022-03-21 17:32:08.978646

    		-0.4 ms

  





  

    		2022-03-21 18:32:11.037232

    		-1.3 ms

  





  

    		2022-03-21 19:32:12.886753

    		-1.4 ms

  





  

    		2022-03-21 20:32:14.619358

    		-1.3 ms

  





  

    		2022-03-21 21:32:16.164588

    		-0.6 ms

  





  

    		2022-03-21 22:32:18.889753

    		-0.9 ms

  





  

    		2022-03-21 23:32:21.006334

    		-2.1 ms

  





  

    		2022-03-22 00:32:23.248767

    		-1.2 ms

  





  

    		2022-03-22 01:32:24.978165

    		-2.8 ms

  





  

    		2022-03-22 02:32:26.673942

    		-3.7 ms

  





  

    		2022-03-22 03:32:28.671039

    		-2.4 ms

  





  

    		2022-03-22 04:32:32.770599

    		-0.9 ms

  





  

    		2022-03-22 05:32:34.84661

    		0.2 ms

  





  

    		2022-03-22 06:32:36.748108

    		0.7 ms

  





  

    		2022-03-22 07:32:39.323918

    		1.5 ms

  





  

    		2022-03-22 08:32:42.134887

    		1.2 ms

  





  

    		2022-03-22 09:32:44.062816

    		0.5 ms

  





  

    		2022-03-22 10:32:45.896109

    		-0.1 ms

  





  

    		2022-03-22 11:32:47.717742

    		0.8 ms

  





  

    		2022-03-22 12:32:49.933826

    		0.5 ms

  





  

    		2022-03-22 13:32:52.416371

    		0.5 ms

  





  

    		2022-03-22 14:32:54.940606

    		0.4 ms

  





  

    		2022-03-22 15:32:56.906151

    		-1.0 ms

  





  

    		2022-03-22 16:33:00.160273

    		-0.2 ms

  





  

    		2022-03-22 17:33:02.229061

    		0.2 ms

  





  

    		2022-03-22 18:33:04.064364

    		0.3 ms

  





  

    		2022-03-22 19:33:05.608244

    		-0.8 ms

  





  

    		2022-03-22 20:33:07.674234

    		-2.1 ms

  





  

    		2022-03-22 21:33:10.083191

    		-1.4 ms

  





  

    		2022-03-22 22:33:11.691627

    		-1.9 ms

  





  

    		2022-03-22 23:33:13.576301

    		-1.7 ms

  





  

    		2022-03-23 00:33:15.293887

    		-2.0 ms

  





  

    		2022-03-23 01:33:17.194264

    		-2.4 ms

  





  

    		2022-03-23 02:33:19.305041

    		-1.0 ms

  





  

    		2022-03-23 03:33:22.438841

    		-0.2 ms

  





  

    		2022-03-23 04:33:25.525963

    		-1.2 ms

  





  

    		2022-03-23 05:33:27.547784

    		-0.6 ms

  





  

    		2022-03-23 06:33:29.658434

    		0.1 ms

  





  

    		2022-03-23 07:33:31.774601

    		-0.6 ms

  





  

    		2022-03-23 08:33:33.440581

    		-0.3 ms

  





  

    		2022-03-23 09:33:35.502676

    		0.0 ms

  





  

    		2022-03-23 10:33:38.1579

    		0.6 ms

  





  

    		2022-03-23 11:33:40.341083

    		-0.4 ms

  





  

    		2022-03-23 12:33:42.251622

    		2.1 ms

  





  

    		2022-03-23 13:33:44.608401

    		-0.7 ms

  





  

    		2022-03-23 14:33:46.357517

    		-3.3 ms

  





  

    		2022-03-23 15:33:48.349731

    		-1.4 ms

  





  

    		2022-03-23 16:33:50.409632

    		-2.0 ms

  





  

    		2022-03-23 17:33:52.340757

    		-1.0 ms

  





  

    		2022-03-23 18:33:54.557112

    		-0.6 ms

  





  

    		2022-03-23 19:33:56.296546

    		0.0 ms

  





  

    		2022-03-23 20:33:58.06121

    		0.3 ms

  





  

    		2022-03-23 21:34:00.116584

    		-0.9 ms

  





  

    		2022-03-23 22:34:02.439623

    		-0.3 ms

  





  

    		2022-03-23 23:34:04.815009

    		-0.1 ms

  





  

    		2022-03-24 00:34:06.7451

    		-1.5 ms

  





  

    		2022-03-24 01:34:08.877426

    		-0.8 ms

  





  

    		2022-03-24 02:34:10.531973

    		-2.0 ms

  





  

    		2022-03-24 03:34:13.068333

    		1.6 ms

  





  

    		2022-03-24 04:34:16.447046

    		-0.3 ms

  





  

    		2022-03-24 05:34:18.28059

    		0.5 ms

  





  

    		2022-03-24 06:34:20.988286

    		0.0 ms

  





  

    		2022-03-24 07:34:23.504099

    		-1.5 ms

  





  

    		2022-03-24 08:34:25.530115

    		-1.3 ms

  





  

    		2022-03-24 09:34:27.142787

    		-0.3 ms

  





  

    		2022-03-24 10:34:28.745374

    		0.8 ms

  





  

    		2022-03-24 11:34:30.450499

    		0.2 ms

  





  

    		2022-03-24 12:34:32.092633

    		-1.6 ms

  





  

    		2022-03-24 13:34:33.839332

    		0.4 ms

  





  

    		2022-03-24 14:34:35.610808

    		-0.8 ms

  





  

    		2022-03-24 15:34:37.948776

    		1.0 ms

  





  

    		2022-03-24 16:34:39.56658

    		1.2 ms

  





  

    		2022-03-24 17:34:41.27059

    		1.1 ms

  





  

    		2022-03-24 18:34:43.839678

    		1.0 ms

  





  

    		2022-03-24 19:34:46.152313

    		-0.3 ms

  





  

    		2022-03-24 20:34:48.455337

    		0.1 ms

  





  

    		2022-03-24 21:34:50.365965

    		-0.2 ms

  





  

    		2022-03-24 22:34:52.496142

    		-1.4 ms

  





  

    		2022-03-24 23:34:54.871219

    		-2.4 ms

  





  

    		2022-03-25 00:34:56.66436

    		-1.6 ms

  





  

    		2022-03-25 01:34:58.164685

    		-0.1 ms

  





  

    		2022-03-25 02:35:00.57583

    		-0.3 ms

  





  

    		2022-03-25 03:35:02.580858

    		0.7 ms

  





  

    		2022-03-25 04:35:05.345793

    		0.4 ms

  





  

    		2022-03-25 05:35:07.031759

    		0.6 ms

  





  

    		2022-03-25 06:35:09.002286

    		-7.1 ms

  





  

    		2022-03-25 07:35:11.034931

    		-0.5 ms

  





  

    		2022-03-25 08:35:12.806862

    		-0.6 ms

  





  

    		2022-03-25 09:35:15.18821

    		1.0 ms

  





  

    		2022-03-25 10:35:17.483548

    		2.2 ms

  





  

    		2022-03-25 11:35:19.260665

    		0.7 ms

  





  

    		2022-03-25 12:35:20.756608

    		-0.1 ms

  





  

    		2022-03-25 13:35:23.274398

    		-2.0 ms

  





  

    		2022-03-25 14:35:25.548621

    		-0.4 ms

  





  

    		2022-03-25 15:35:28.191665

    		0.0 ms

  





  

    		2022-03-25 16:35:30.047502

    		0.4 ms

  





  

    		2022-03-25 17:35:32.231078

    		-0.3 ms

  





  

    		2022-03-25 18:35:34.136065

    		0.4 ms

  





  

    		2022-03-25 19:35:35.754895

    		-0.9 ms

  





  

    		2022-03-25 20:35:37.854771

    		-1.3 ms

  





  

    		2022-03-25 21:35:39.527744

    		-1.6 ms

  





  

    		2022-03-25 22:35:42.115735

    		-3.1 ms

  





  

    		2022-03-25 23:35:43.953118

    		-1.1 ms

  





  

    		2022-03-26 00:35:45.774986

    		-1.3 ms

  





  

    		2022-03-26 01:35:47.356099

    		-1.0 ms

  





  

    		2022-03-26 02:35:49.123562

    		0.7 ms

  





  

    		2022-03-26 03:35:52.226291

    		1.2 ms

  





  

    		2022-03-26 04:35:54.88098

    		0.6 ms

  





  

    		2022-03-26 05:35:56.583521

    		0.1 ms

  





  

    		2022-03-26 06:35:58.743159

    		0.2 ms

  





  

    		2022-03-26 07:36:00.738036

    		4.3 ms

  





  

    		2022-03-26 08:36:02.847745

    		3.9 ms

  





  

    		2022-03-26 09:36:05.116987

    		-2.6 ms

  





  

    		2022-03-26 10:36:06.947294

    		-1.5 ms

  





  

    		2022-03-26 11:36:08.705078

    		-1.2 ms

  





  

    		2022-03-26 12:36:10.670317

    		0.7 ms

  





  

    		2022-03-26 13:36:13.571687

    		0.4 ms

  





  

    		2022-03-26 14:36:15.471824

    		1.3 ms

  





  

    		2022-03-26 15:36:17.460537

    		-0.3 ms

  





  

    		2022-03-26 16:36:19.000488

    		-0.8 ms

  





  

    		2022-03-26 17:36:20.803024

    		-1.3 ms

  





  

    		2022-03-26 18:36:22.798523

    		-1.6 ms

  





  

    		2022-03-26 19:36:24.981935

    		-1.2 ms

  





  

    		2022-03-26 20:36:27.234206

    		1.0 ms

  





  

    		2022-03-26 21:36:29.477251

    		0.1 ms

  





  

    		2022-03-26 22:36:32.598553

    		-1.3 ms

  





  

    		2022-03-26 23:36:35.048278

    		-2.4 ms

  





  

    		2022-03-27 00:36:37.266638

    		-1.2 ms

  





  

    		2022-03-27 01:36:38.98641

    		-1.6 ms

  





  

    		2022-03-27 02:36:40.84623

    		-1.2 ms

  





  

    		2022-03-27 03:36:44.574818

    		-0.1 ms

  





  

    		2022-03-27 04:36:48.310265

    		-1.9 ms

  





  

    		2022-03-27 05:36:50.500943

    		-1.4 ms

  





  

    		2022-03-27 06:36:52.837885

    		0.8 ms

  





  

    		2022-03-27 07:36:54.903803

    		1.1 ms

  





  

    		2022-03-27 08:36:56.677384

    		0.5 ms

  





  

    		2022-03-27 09:36:58.265146

    		0.9 ms

  





  

    		2022-03-27 10:37:00.205268

    		0.1 ms

  





  

    		2022-03-27 11:37:01.891268

    		-0.2 ms

  





  

    		2022-03-27 12:37:03.643354

    		-0.3 ms

  





  

    		2022-03-27 13:37:06.113303

    		0.2 ms

  





  

    		2022-03-27 14:37:08.665872

    		0.0 ms

  





  

    		2022-03-27 15:37:11.258752

    		0.1 ms

  





  

    		2022-03-27 16:37:13.647523

    		-0.5 ms

  





  

    		2022-03-27 17:37:15.763672

    		0.3 ms

  





  

    		2022-03-27 18:37:17.646283

    		-0.3 ms

  





  

    		2022-03-27 19:37:19.250065

    		0.2 ms

  





  

    		2022-03-27 20:37:21.231998

    		-0.6 ms

  





  

    		2022-03-27 21:37:22.826408

    		-0.5 ms

  





  

    		2022-03-27 22:37:24.730013

    		-0.9 ms

  





  

    		2022-03-27 23:37:26.694943

    		-0.8 ms

  





  

    		2022-03-28 00:37:28.718007

    		-0.7 ms

  





  

    		2022-03-28 01:37:30.807551

    		-1.6 ms

  





  

    		2022-03-28 02:37:32.733644

    		-1.4 ms

  





  

    		2022-03-28 03:37:35.093501

    		1.3 ms

  





  

    		2022-03-28 04:37:36.914763

    		0.0 ms

  





  

    		2022-03-28 05:37:39.15033

    		-0.2 ms

  





  

    		2022-03-28 06:37:41.332647

    		1.0 ms

  





  

    		2022-03-28 07:37:43.878937

    		-0.8 ms

  





  

    		2022-03-28 08:37:46.33391

    		0.8 ms

  





  

    		2022-03-28 09:37:49.038063

    		-0.9 ms

  





  

    		2022-03-28 10:37:50.767465

    		0.8 ms

  





  

    		2022-03-28 11:37:53.686191

    		0.8 ms

  





  

    		2022-03-28 12:37:56.005066

    		4.6 ms

  





  

    		2022-03-28 13:37:58.64379

    		0.6 ms

  





  

    		2022-03-28 14:38:00.463119

    		4.9 ms

  





  

    		2022-03-28 15:38:02.726812

    		-2.6 ms

  





  

    		2022-03-28 16:38:04.976005

    		2.5 ms

  





  

    		2022-03-28 17:38:06.658452

    		-2.4 ms

  





  

    		2022-03-28 18:38:09.264357

    		0.9 ms

  





  

    		2022-03-28 19:38:11.464465

    		-3.9 ms

  





  

    		2022-03-28 20:38:13.183247

    		-4.9 ms

  





  

    		2022-03-28 21:38:14.918742

    		-4.2 ms

  





  

    		2022-03-28 22:38:16.559708

    		-4.1 ms

  





  

    		2022-03-28 23:38:18.29636

    		-4.0 ms

  





  

    		2022-03-29 00:38:19.953278

    		-0.9 ms

  





  

    		2022-03-29 01:38:21.620554

    		-1.8 ms

  





  

    		2022-03-29 02:38:23.555722

    		2.1 ms

  





  

    		2022-03-29 03:38:27.389462

    		-0.2 ms

  





  

    		2022-03-29 04:38:29.750422

    		1.4 ms

  





  

    		2022-03-29 05:38:32.512184

    		0.5 ms

  





  

    		2022-03-29 06:38:34.290721

    		0.3 ms

  





  

    		2022-03-29 07:38:37.038287

    		0.0 ms

  





  

    		2022-03-29 08:38:38.889036

    		0.1 ms

  





  

    		2022-03-29 09:38:40.753649

    		-0.8 ms

  





  

    		2022-03-29 10:38:42.578386

    		-1.9 ms

  





  

    		2022-03-29 11:38:44.60939

    		-0.9 ms

  





  

    		2022-03-29 12:38:47.057045

    		-1.9 ms

  





  

    		2022-03-29 13:38:49.809741

    		-0.6 ms

  





  

    		2022-03-29 14:38:51.963258

    		0.0 ms

  





  

    		2022-03-29 15:38:53.837277

    		1.4 ms

  





  

    		2022-03-29 16:38:55.406612

    		0.2 ms

  





  

    		2022-03-29 17:38:57.810529

    		0.2 ms

  





  

    		2022-03-29 18:38:59.754375

    		-1.1 ms

  





  

    		2022-03-29 19:39:01.394809

    		-0.4 ms

  





  

    		2022-03-29 20:39:03.84067

    		-0.2 ms

  





  

    		2022-03-29 21:39:06.641477

    		-0.4 ms

  





  

    		2022-03-29 22:39:08.736252

    		-1.6 ms

  





  

    		2022-03-29 23:39:10.674466

    		-1.2 ms

  





  

    		2022-03-30 00:39:13.009539

    		-1.7 ms

  





  

    		2022-03-30 01:39:15.753806

    		-0.6 ms

  





  

    		2022-03-30 02:39:17.797395

    		1.2 ms

  





  

    		2022-03-30 03:39:20.827168

    		0.6 ms

  





  

    		2022-03-30 04:39:24.182674

    		1.0 ms

  





  

    		2022-03-30 05:39:26.133749

    		1.2 ms

  





  

    		2022-03-30 06:39:28.003069

    		0.0 ms

  





  

    		2022-03-30 07:39:29.831402

    		0.7 ms

  





  

    		2022-03-30 08:39:31.705726

    		0.4 ms

  





  

    		2022-03-30 09:39:33.89363

    		-1.2 ms

  





  

    		2022-03-30 10:39:35.614543

    		0.0 ms

  





  

    		2022-03-30 11:39:38.392249

    		-0.8 ms

  





  

    		2022-03-30 12:39:40.421214

    		-2.3 ms

  





  

    		2022-03-30 13:39:42.346469

    		-0.8 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2022-03-29 04:53:14.558 UTC

    		193.234.67.83

    		Stephanie Bruksgård (SB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-29 04:53:31.484 UTC

    		193.234.67.83

    		Stephanie Bruksgård (SB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.

  

  

    		2022-03-29 05:04:57.385 UTC

    		90.227.40.100

    		Michael Käck (MK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-29 05:07:20.587 UTC

    		90.227.40.100

    		Michael Käck (MK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.

  

  

    		2022-03-29 06:55:46.787 UTC

    		37.120.209.58

    		Mohammed Rashid (MR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-29 06:56:04.804 UTC

    		37.120.209.58

    		Mohammed Rashid (MR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.

  

  

    		2022-03-29 07:00:57.459 UTC

    		188.148.48.246

    		Jörgen Eklund (JE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-29 07:01:18.16 UTC

    		188.148.48.246

    		Jörgen Eklund (JE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.

  

  

    		2022-03-29 10:04:25.253 UTC

    		217.208.40.64

    		Hans Strandlund (HS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-29 10:05:01.818 UTC

    		217.208.40.64

    		Hans Strandlund (HS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.

  

  

    		2022-03-29 11:31:34.627 UTC

    		81.237.102.109

    		Marita Öberg Molin (MÖM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-29 11:31:42.783 UTC

    		81.237.102.109

    		Marita Öberg Molin (MÖM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.

  

  

    		2022-03-29 12:49:29.18 UTC

    		217.211.166.39

    		Claes Kugelberg (CK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-29 12:50:01.299 UTC

    		217.211.166.39

    		Claes Kugelberg (CK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.

  

  

    		2022-03-29 17:08:31.082 UTC

    		79.136.37.162

    		Henrik Östman (HÖ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-29 17:09:05.047 UTC

    		79.136.37.162

    		Henrik Östman (HÖ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.

  

  

    		2022-03-30 09:23:16.945 UTC

    		94.234.102.133

    		Monica Stolpe Nordin (MSN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-30 09:23:20.577 UTC

    		94.234.102.133

    		Monica Stolpe Nordin (MSN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.

  

  

    		2022-03-30 13:41:18.209 UTC

    		90.129.212.203

    		Lena Johansson (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-03-30 13:41:42.611 UTC

    		90.129.212.203

    		Lena Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-03-08 17:30:13 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



